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Towards a Scalable and Privacy-Preserving Audio
Surveillance System
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Abstract—The human voice is one of the passive biometrics that
can be used in a surveillance system to uniquely identify individuals.
It allows law enforcement agencies to detect and track suspects
by deploying capturing devices (such as microphones) within a
certain region. To address the clear privacy concerns of such an
approach, we propose an efficient way of detecting suspects in pub-
lic areas—through their voices—while preserving the privacy of
innocent individuals. More precisely, our approach is quite suitable
for large-scale surveillance systems, where millions of recordings
are analyzed every day. Our privacy-preserving model is built on
top of the most accurate speaker recognition systems, and we show
that the accuracy loss due to the added privacy-preserving layer
is negligible. The latter employs a highly efficient cryptosystem to
securely compute the similarity scores between the captured utter-
ances and the ones stored in the suspects’ database. Specifically, the
system computes, for each suspect, the encrypted Probabilistic Lin-
ear Discriminant Analysis (PLDA) score and obliviously matches
it against a set threshold. More importantly, we show that our
computation and communication overhead is significantly lower
compared to the state-of-the-art techniques, which facilitates a
real-time surveillance operation. Our protocol necessitates a single
round of communication between the server and the capturing
device and, for a database of 100 suspects, the online computation
time is only 135 ms on the capturing device and 35 ms on the server,
whereas the required communication is 12 KB.

Index Terms—Surveillance systems, privacy, homomorphic
encryption.

I. INTRODUCTION

SURVEILLANCE systems are being deployed in numerous
countries around the world. Surveillance relies on a variety

of biometric data that uniquely identify individuals. One exam-
ple is speech, which could be deployed for surveillance purposes,
given the increasing popularity of portable devices equipped
with microphones. In a naive surveillance implementation, the
law enforcement agency (LEA) collects the recordings from
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public areas and extracts the feature vector of every unique
utterance. Then, it checks whether any one of the captured voices
is present in their suspects’ database. However, this approach
clearly violates the privacy rights of lawful citizens. Indeed,
the recorded data can be linked to the location of the recording
device, thus disclosing the precise location of the recorded indi-
viduals. If employed on a large-scale, this naive approach may
disclose private information, such as health status, habits, etc.
Moreover, international standards are becoming more stringent
regarding the privacy of biometric information. For instance,
the ISO/IEC 24745:2011 standard [1] emphasizes the need to
preserve the privacy of biometric information, by implementing
properties such as unlinkability, irreversibility, and renewability.

Speaker recognition has made very significant advances in
the past few years, due to the application of machine learning
algorithms. These techniques facilitate both speaker verification
and speaker identification. In a speaker verification system (one-
to-one matching), speech is used to authenticate the speaker in
a given recording. Whereas in a speaker identification system
(one-to-many matching), the goal is to identify the speaker
within a dataset of speech samples, if present. Audio-based
surveillance is one of the applications of speaker identification.
Audio surveillance through speaker identification can be per-
formed by LEAs through various means, e.g., listening to phone
conversations, capturing recordings from microphones in public
areas, or using captured audio from smartphone devices that
have a dedicated application installed. This surveillance mode
could be very effective in apprehending criminals, however, the
underlying privacy concerns must be addressed.

One example of existing solutions for wide-scale surveil-
lance is the European SEcuRity KEeps Threats away (SER-
KET) project [2], which captures audio and video feeds to
perform surveillance tasks. (Without focusing too much on
privacy concerns). At the same time, multiple privacy-related
laws (including biometric data privacy) are being deployed
around the world. These include the General Data Protection
Regulation 2016/679 (GDPR) [3] and the Data Protection Law
Enforcement Directive 2016/680 [4] by the European member
states, the California Consumer Privacy Act (CCPA), the Illinois
Biometric Protection Act (BIPA), the Stop Hacks and Improve
Electronic Data Security (SHIELD) law in the US, the Pro-
tection of Personal Information Act (POPIA) in South Africa,
the General Personal Data Protection Law (LGDP) in Brazil,
to name a few. It is true that most data protection regulations
exclude LEA activities (e.g., GDPR Article 2.2.d). However,
our work is inspired by those principles, which treat biometric
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data as highly sensitive and emphasize limiting its exposure.
Our system ensures that the biometrics of lawful citizens are
not unnecessarily accessed or stored by LEAs. By aligning with
the principle of data minimization (e.g., GDPR Article 5.1.c), it
mitigates the risk of misuse or overreach. More importantly, by
protecting individuals’ biometric data, our system aims to build
trust in surveillance technologies, which is essential for their
acceptance and effectiveness.

In this article, we propose a framework that performs the
task of audio surveillance in a privacy-preserving manner. To
this end, the LEA only has access to the potential suspects’
recordings, and nothing else. Furthermore, all recordings at the
surveillance devices are deleted immediately after executing
the protocol with the server. More importantly, the capturing
devices do not have access to the server’s cleartext database,
and, therefore, the suspects’ list remains secret. Our solution
is based on one of the most accurate speaker recognition tech-
niques, which is x-vector [5]. This method is based on neural
networks that generate an embedding for each speaker, given
a set of his/her audio recordings. The embeddings are gener-
ated in a way, such that (i) the embeddings from the same
speaker are similar (according to a distance metric); and (ii)
the embeddings from different speakers are dissimilar. On top
of x-vector, our method employs Homomorphic Encryption
(HE), in order to compute the similarity distance in a privacy-
preserving manner. At the end of the protocol execution, the
server will only learn the ID of a suspect that triggered a
positive match (if any). As such, the server will remain obliv-
ious with regards to the voices that did not produce a positive
match.

It is worth mentioning that our goal is not to propose or
improve any speaker recognition algorithm. Instead, our aim
is to introduce an additional cryptographic layer that maintains
the accuracy of existing speaker recognition techniques, while
providing privacy to both parties of the surveillance system (the
general public and the LEA). We applied our approach to two
of the state-of-the-art speaker recognition methods (x-vector [5]
and VGGVox [6]), but we opted for x-vector, because it offers a
good trade-off between recognition accuracy and computational
overhead.

The main contributions of this work can be summarized as
follows:
� We propose an efficient protocol to securely compute the

PLDA [7] score between two speakers’ embeddings. The
output reveals the binary result of the speaker identifica-
tion operation, but makes it very difficult to deduce any
information about the underlying embeddings.

� We leverage the computing capabilities of the distributed
recording devices that participate in the surveillance net-
work, to undertake the majority of the computational cost
incurred by the added cryptographic layer. This improves
the system’s scalability significantly and allows the server
to process audio surveillance tasks at a very high rate.

� We implemented a proof-of-concept voice surveillance
system that employs one of the most accurate speaker
recognition techniques. We also utilized a very efficient
homomorphic encryption cryptosystem that allows us to

identify a potential match in a matter of milliseconds.
Our extensive experimental evaluation demonstrates the
superior accuracy and efficiency of our system compared
to the current state-of-the-art approaches.

The rest of this article is organized as follows. Section II
presents a literature review on speaker recognition techniques
and privacy-preserving speaker recognition protocols. Sec-
tion III introduces the various tools that we have incorporated
into our system, while Section IV presents the threat model in
the context of the surveillance environment. Section V highlights
the details of our protocol, and Section VI discusses its security.
Sections VII and VIII present the system implementation details
and the results of the experimental evaluation, respectively.
Finally, Section IX concludes our work.

II. RELATED WORK

A. Speaker Recognition

Speaker recognition aims at identifying a speaker, based on
the features of his/her voice that are extracted from a recorded
sample. The features may be both text-dependent, where the
speaker is required to utter a specific phrase, or text-independent,
where the system should be able to extract the characteristics of
the speech regardless of the spoken text. In our specific applica-
tion, a text-independent solution is necessary. The most widely
used features in speaker recognition are Mel-frequency cepstral
coefficients (MFCC) [8], linear predictive cepstral coefficients
(LPCC), and perceptual linear prediction (PLP) [9]. Several
studies (summarized in [10]) have compared the accuracy of
different feature sets under diverse environments, and those
based on MFCC and LPCC were the best choices overall.

Early speaker recognition methods relied on MFCC and Gaus-
sian mixture models (GMM) [11], [12], [13]. More recently,
several approaches have emerged that are based on embeddings.
In 2011, Dehak et al. [14] introduced i-vector, a technique that
utilizes probabilistic embeddings and was considered as the
standard for speaker recognition. However, in the past few years,
deep learning techniques have been applied in the field of speaker
recognition, with very promising results. In particular, these
techniques employ neural networks (NNs) to generate more
representative and discriminative embeddings.

The most prominent NN-based frameworks are x-vector [5]
and VGGVox [6]. These methods have been shown to achieve
high recognition accuracy on several public audio datasets,
including Voxceleb1 [15], Voxceleb2 [16], and SITW [17]. Both
VGGVox and x-vector use compact feature vector representa-
tions. More precisely, the dimensionality of a VGGVox vector
is 512, whereas the dimensionality of an x-vector is 1024, but
can be reduced to 200 (using the linear discriminant analysis
transformation) with a very small accuracy loss. To compare
two embeddings, multiple distance metrics have been used in
the literature, but PLDA has been shown to be very accurate.
In the case of recordings with multiple speakers, diarization
techniques [18] are employed to separate and label the speech
signal corresponding to the identity of speakers. Diarization
uses various segmentation and clustering algorithms, in order
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to answer the question “who spoke when?”[19] in an audio
segment.

B. Privacy-Preserving Speaker Recognition

Privacy-preserving protocols transform the existing speaker
recognition algorithms to process inputs that are obfuscated
either through encryption or with the addition of noise. The
first privacy-preserving recognition systems were designed for
speech recognition [20], [21], where one party holds a private
speech data and the other party holds a private speech recognition
model. Smaragdis et al. [20] employed secure two-party com-
putation (STPC) protocols to securely evaluate hidden Markov
models (HMM) and Gaussian mixture models (GMMs). The
problem with this approach is that the HMM of the subject is sent
to the server in cleartext, which reveals some information about
the underlying speaker. Other studies by Pathak et al. [21], [22],
[23] and Aliasgari and Blanton [24] are based on homomorphic
encryption (HE) and secure two-party computation protocols,
such as garbled circuits (GCs). All these methods employ GMMs
or HMMs, but their main limitation is the high computational
overhead. In particular, their results report hundreds of seconds
to securely perform a single speech recognition operation [21].

Likewise, Portêlo et al. [25] introduced a protocol that lever-
ages Yao’s garbled circuits [26] on universal background model
GMM (UBM-GMM). Their approach improves the computation
overhead compared to the previous methods, reaching 300 s
of response time with a single compute core. The work by
Jimenez et al. [27] proposed a novel method, which utilizes a
secure hashing algorithm that preserves the Euclidean distance
between the feature vectors, if their distance is smaller than a
certain threshold. Their solution relies on a somewhat-trusted
third party, i.e., a party that does not necessarily need to be trusted
in the absence of collusion with any of the other two parties. In
2018, Nautsch et al. [28] presented a privacy-preserving speaker
recognition protocol that evaluates the 2Cov distance over the
encrypted domain (using homomorphic encryption). The au-
thors leveraged the Paillier cryptosystem, but their experimental
results demonstrated a large communication and computation
overhead.

Rahulamathavan et al. [29] proposed a privacy-preserving
speaker verification protocol based on i-vectors. Their method
leverages secret sharing to securely store the feature vectors on
the server during the enrolment phase. Then, to compute the sim-
ilarity score, the server and the client jointly invoke a two-party
protocol to evaluate certain scalar products. The security of the
latter protocol relies on randomization techniques, i.e., multiply-
ing the feature vector values and the elements of the projection
matrix by some large numbers. The proposed implementation
is very efficient in terms of computational overhead, because
it does not rely on any public-key cryptography operations.
However, this method is designed to compute a cosine distance,
and it is not suitable for more complex similarity metrics, such
as PLDA. Moreover, the solution requires multiple rounds of
communication to privately compute each scalar product. More
importantly, this system has been proven insecure by Schneider
et al. [30], where the authors conclude that it is infeasible to build

privacy-preserving scalar product protocols without relying on
at least some cryptographic assumptions like Homomorphic
Encryption (HE) or Oblivious Transfer (OT).

Another work by Nautsch et al. [31] introduced a privacy-
preserving speaker recognition framework based on Cohort
score normalization. The framework leverages Kaldi’s [32] i-
vectors and achieves good accuracy (an equal error rate (EER)
of 4.1%). Nevertheless, the privacy-preserving layer employs
secure multi-party computation protocols, which incur a few
minutes to compute the as-norm with cohort pruning.

More recently, Treiber et al. [33] proposed a privacy-
preserving PLDA computation protocol. Their solution achieves
high accuracy, and can be applied to both i-vectors and x-vectors.
However, the shortcoming of this approach is that it requires two
non-colluding servers, which is a strong assumption to make in
a real-world application. The protocol relies on secure two-party
computations, and involves multiple rounds of communication.
In particular, the proposed implementation employs garbled
circuits, where a pairwise comparison between two embeddings
with dimensionality of 200 takes around 77 ms over a LAN
network.

Finally, Brasser et al. [34] and Bayerl et al. [35] proposed
an architecture that leverages a trusted execution environ-
ment (TEE) to build an efficient privacy-preserving speech
recognition system, demonstrating real-time processing capabil-
ities. However, TEEs necessitate specialized hardware that is not
always available. More importantly, numerous vulnerabilities
have been found in different TEE implementations [36] that are
not easy to mitigate. In our work, we did not want to rely on the
security of a third party hardware component. Instead, we built
our system on top of well-known cryptographic primitives that
are provably secure.

III. TOOLS

A. Speaker Identification With PLDA

Consider a dataset of N recordings {x1,x2, . . . ,xN}. Each
vector xi is a column vector of length d that belongs to one of
the K speakers (classes). Ck represents the set of all recordings
of speaker k, and let nk denote the cardinality of Ck. We also
use mk to represent the mean of class k and m to denote the
mean of the entire dataset. Linear discriminant analysis (LDA)
is a technique that generates feature vectors that maximize the
between-class separation of data, while minimizing the within-
class scatter. The within-class and between-class matrices are
given as:

Sw =

∑
k

∑
i∈Ck

(
xi −mk

) (
xi −mk

)T
N

Sb =

∑
k nk

(
mk −m

) (
mk −m

)T
N

The goal of LDA is to find a linear transformation x →WTx
that maximizes the between-class variance relative to the within-
class variance, where W is a d× d′ matrix (d′ is the desired
number of dimensions). To this end, GMM can be used to fit the
LDA projections. Even though the derived mixture model can
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classify samples into the limited number of classes present in
the training data (K classes), it is unable to assign samples to
new, unseen classes.

Probabilistic LDA (PLDA) [7] addresses this problem with
the observation that, members of the same class share the same
covariance matrix Φw. As such, the class-conditional distribu-
tion can be written as

P (x|y) = N (x|y,Φw)

where x is the example and y is the latent variable. And to allow
for the handling of unseen classes, the latent variabley is defined
as

P (y) = N (y|m,Φb)

where Φb denotes the between-class covariance matrix.
A nice property of Φw and Φb is that both matrices can be

made diagonal by settingΨ = V TΦbV and I = V TΦwV , where
Ψ is a diagonal matrix, Ψ > 0, and V is obtained by solving the
generalized Eigen problem. Therefore, by definingA = V −T, it
follows that Φw = AAT and Φb = AΨAT. As such, the model
can be defined as:

x = m+Au where u ∼ N (·|v, I) and v ∼ N (·|0,Ψ)

In the above equation, v identifies the class and u represents
an example from class v. Recall that m is the global mean of
all speakers in the training data. The goal now is to estimate,
from the training data, both Φw and Φb or, equivalently, Ψ
and A. These variables can be learned using the expectation
maximization (EM) technique. The details of the EM derivation
are given in [7].

Once the model parameters are learned, the PLDA score s
between two given examples is computed via the log likelihood
ratio, which is defined as

s =
P (up|ug

1..n)

P (up)

Here, up is a probe sample, and ug is a sample from the
gallery. Moreover, ug

1..n denotes n independent samples from
the same class g, where g ∈ [1,K]. Therefore, P (up|ug

1..n) is
the probability that up belongs to class g, i.e.,

P (up|ug
1..n) = N

(
up| nΨ

nΨ+I ū
g, I +

nΨ

nΨ+ I

)

On the other hand,P (up) is the probability ofup without a class
assumption. It can be computed from the previous equation, by
setting n = 0. Finally, the likelihood ratio is computed as

s =
N (up| nΨ

nΨ+I ū
g, I + Ψ

nΨ+I )

N (up|0, I +Ψ)
(1)

where ūg is the mean of the individual class samples ug
1..n. In

the Kaldi implementation, the log likelihood ratio is expanded
as follows, where m = nΨ

nΨ+I ū
g .

s = − 0.5

[
(up −m)T

(
I + Ψ

nΨ+I

)−1

(up −m)

+ logdet
(
I + Ψ

nΨ+I

)]

+ 0.5
[
upT(I +Ψ)−1up + logdet(I +Ψ)

]
(2)

In our work, we adapted the similarity score s from Equation (2),
and we designed a protocol that computes it securely in the
ciphertext domain.

B. Kaldi

Kaldi [32] is a C++ toolkit for speech recognition that has
been widely used by the research community. It was launched
in 2009 [37] as a subspace Gaussian mixture model (SGMM)
tool. Since then, more scripts and algorithms have been added to
the library. Its source code is open and easy to modify and extend.
Currently, Kaldi supports multiple signal processing algorithms
and acoustic models, including GMM, SGMM, and others. In
terms of feature extraction, Kaldi implements the MFCC and
PLP methods, with the ability to tune most of their parameters.

Furthermore, the library supports a large set of feature and
model-space transformations and projections. Examples in-
clude LDA, frame splicing and delta feature computation, het-
eroscedastic linear discriminant analysis (HLDA), and others.
More importantly, Kaldi employs deep neural networks (DNNs)
for the most recent modeling techniques, such as the x-vector [5]
embeddings. Most of Kaldi’s code is designed to operate in a
cluster, where multiple machines are leveraged during execution.
Moreover, a CUDA library is available, which provides access
to GPU-based operations. Finally, Kaldi includes a module to
perform the diarization operation, which exhibits very good
accuracy (the diarization error rate (DER) is equal to 8.39%).
This is performed with x-vectors as embeddings and PLDA as
the scoring metric. Note that, in a surveillance scenario where
audio is acquired in public areas, the diarization operation would
be more challenging and error-prone. Nevertheless, this is still
an active area of research and is beyond the scope of this paper.

Most relevant to our work is Kaldi’s x-vector extraction algo-
rithm, which is based on DNN embeddings. The system starts by
extracting the MFCCs of the available utterances. Then, a lower
and upper cutoff frequencies are set close to zero and the Nyquist
frequency, respectively (e.g., 20 Hz and 7800 Hz for 16 kHz
sampled speech), in order to preserve the full information in the
signal. After that, sliding-window cepstral mean normalization
is applied to every utterance. The output then propagates through
the x-vector neural network model to generate the corresponding
embeddings. Once the x-vectors are generated, the global mean
is subtracted, and the PLDA transformation is applied using the
pre-trained PLDA model. This reduces the dimensionality of the
x-vector from 1024 to 200. The reduced dimensionality is very
important to our protocol, because it considerably decreases the
overhead of the cryptographic operations.

Note that the x-vector neural network engine that we em-
ployed was trained with the combined VoxCeleb dataset (1 and
2) [6], which contains over 1 million utterances from over 6,000
celebrities. We should emphasize that we did not train our own
x-vector model, but rather utilized the one that is available on the
VoxCeleb website. The characteristics of this dataset are given
in Table I. In addition to the VoxCeleb datasets, the developers
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TABLE I
DATASET STATISTICS FOR THE VOXCELEB DATASETS [6]

of x-vector used both Musan [38] and RIR_noises [39] datasets
for data augmentation.

C. Homomorphic Encryption

Homomorphic cryptosystems [40] allow for the evaluation of
certain arithmetic operations directly on the ciphertext domain.
A homomorphism is a structure-preserving map between two
algebraic structures of the same group [41]. A function f : G→
H is a homomorphism for groups (G,�), (H, �) with setsG,H
and operators �, �, respectively, if:

f(g � g′) = f(g) � f(g′) ∀(g, g′) ∈ G2

A cryptosystem is said to be homomorphic, if Enc(m1�m2) =
Enc(m1) � Enc(m2), with messagesm1 andm2 from the clear-
texts domain, and an encryption function Enc.

Two types of homomorphic encryption exist. The first one is
fully homomorphic encryption (FHE) [42], which supports an
arbitrary number of addition and multiplication operations. As
such, FHE allows one to evaluate any complex circuit, solely
on the ciphertext domain. Nevertheless, the problem with FHE
systems is their inefficiency in terms of computation and storage
requirements, which renders them impractical in real-time ap-
plications (like surveillance). The second type of homomorphic
encryption is partially homomorphic encryption (PHE). PHE
cryptosystems allow only one of the basic operations, either
addition or multiplication, and are, thus, more restrictive in the
types of circuits that they can evaluate. Typical examples are
Paillier’s [43] cryptosystem, which is an additive-PHE scheme,
and RSA [44], which is a multiplicative-PHE scheme. In our
protocol, we opted for the implementation of ElGamal’s cryp-
tosystem [45] over elliptic curves, which is an additive-PHE
system. Specifically, this scheme is very efficient in terms of
computations, and the ciphertext representation necessitates
only 128 bytes. The operations of the cryptosystem are as
follows:
� Key generation: Instantiate an elliptic curve group of prime

order qwith generatorP . Choose a private keyx uniformly
at random from Z∗

q and set the public key Q = x · P .
� Encrypt: Letm be the secret message. Choose r uniformly

at random from Z∗
q and compute ciphertext Enc(m) = 〈r ·

P, (m+ r) ·Q〉.
� Decrypt: Compute m ·Q = (m+ r) ·Q− x · r · P and

solve the discrete log to recover m.
ElGamal’s encryption scheme produces indistinguishable ci-

phertexts, and its security is based on the decisional Diffie-
Hellman assumption. However, a notable limitation is that the
decryption operation requires solving an instance of a discrete

Fig. 1. System overview.

logarithm problem, which is a computationally hard task (for
large messages). Therefore, in our implementation, we utilized
a lookup table of precomputedm ·Q values (for all theoretically
possible values ofm, under our protocol specifications), in order
to speed up the decryption operation at the server.

The homomorphic properties of ElGamal’s cryptosystem over
elliptic curves are shown below.
� Homomorphic addition: Given the encryption of two mes-

sages m1 and m2, Enc(m1) + Enc(m2) is equal to

〈r1 · P, (m1 + r1) ·Q〉+ 〈r2 · P, (m2 + r2) ·Q〉
= 〈(r1 + r2) · P, (m1 +m2 + r1 + r2) ·Q〉
= Enc(m1 +m2)

� Homomorphic scalar multiplication: Given a plaintext
scalar λ and the encryption of a message m, λ · Enc(m)
is equal to

〈λ · r · P, (λ ·m+ λ · r) ·Q〉 = Enc (λ ·m)

IV. SYSTEM AND THREAT MODEL

We consider an audio surveillance system with M suspects,
as shown in Fig. 1. Each suspect is represented by the mean of
his or her x-vectors, mi, where i ∈ {1, 2, . . . ,M}. Our main
assumptions and privacy goals are listed below:

1) The suspects’ plaintext reference information (biomet-
ric data) is available only to the law enforcement
agency (LEA) and is not shared with other entities. For
example, the LEA may generate the reference information
from the suspects’ voice recordings that are collected
through various means. This is different from speaker
recognition systems, where users intentionally enroll their
biometric data to the server (encrypted with their own
public keys) for authentication purposes.

2) The suspects’ reference information should remain secret
at the listening devices, by encrypting them with the LEA’s
public key. Indeed, these devices are located in public areas
and they are susceptible to physical attacks by hackers
that could expose the suspects’ database. Furthermore,
the devices could be operated by a third party that is not
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associated with the LEA. As such, the devices have no
knowledge of the LEA’s private decryption key.

3) The matching result is revealed to the LEA. If the simi-
larity score between a recording and a suspect is below a
certain threshold, the LEA will learn the ID of the matched
suspect.

4) The server (LEA) should not be able to reconstruct the
feature vector of any speaker that was captured by the lis-
tening devices. That is, the server should remain oblivious
to the identity of the recorded individuals.

As shown in Fig. 1, theM samples are generated by the server
(Step 1), and distributed to the surveillance devices in encrypted
form (Step 2), using the server’s public key. This guarantees
goals 1 and 2 listed above. The surveillance device intercepts the
surrounding voices, and generates the corresponding x-vectors,
up
j , for each captured speaker j. Next, the device computes the

similarity scores between up
j and every mi in the suspects’ list

(Step 3), and sends the results back to the law enforcement server
(Step 4). The similarity scores are both obfuscated and permuted,
which satisfies goal 4, because the server is unable to solve the
underlying system of equations that would reveal the speaker’s
reference information. The server finally decrypts the scores and
reveals the result of the identification operation (Step 5), which
meets goal 3.

Note that the server is the only party with knowledge of
the secret decryption key, so the surveillance devices (or any
eavesdropper) are unable to decrypt the exchanged messages.
As such, it is not necessary to establish a secure channel between
the devices and the server, however, TLS should be used to (i)
authenticate all participating entities; and (ii) prevent messages
from being altered (due to HE, an attacker might modify certain
ciphertexts using the server’s public key).

In this work, we only consider semi-honest adversaries. A
semi-honest adversary is a passive attacker who follows the
protocol specification, but is curious. For instance, a semi-honest
server will analyze the replies from the recording devices, in
order to identify speakers that are not present in the suspects’
database (thus tracking innocent individuals). On the other hand,
a semi-honest device tries to reveal the identity of one or more
individuals in the server’s database that did not trigger an alert
locally. Finally, a semi-honest third party is simply an eavesdrop-
per that sees all the messages exchanged between the server and
the surveillance devices. In this case, the adversary may try to
infer any non-trivial information about the underlying individ-
uals. It is worth noting that, neither our system nor any other
privacy-preserving speaker identification protocol, is immune
to unlawful inputs. For example, a malicious server may add
the feature vector of a lawful citizen in the database, in order to
track his/her movements. Whereas, a malicious recording device
may send the scores corresponding to a specific individual, thus
verifying whether he/she is part of the server’s database.

V. PRIVACY-PRESERVING AUDIO SURVEILLANCE

In our approach, we follow the general framework proposed
recently by Bentafat et al. [46]. Specifically, our protocol con-
sists of an offline phase (performed once, during the system’s

initialization) and an online phase. The online phase involves (i)
the similarity score computation; (ii) the similarity score obfus-
cation; and (iii) the matching operation. Before presenting the
details of the two phases, we will first introduce the quantization
operation, which converts the floating-point representation of the
feature vector to an integer representation. This is necessary be-
cause public-key homomorphic cryptosystems can only operate
on integer numbers.

A. Floating-Point Quantization

Our goal is to convert the x-vector embeddings into integer
values, while incurring a negligible accuracy loss. To do so, we
first analyzed the x-vectors generated by existing large-scale
speaker datasets. We noticed that the generated embeddings
range between −10 and 9, so we applied the following trans-
formation.

u′i = min (�αui + β�, 255) (3)

In the above equation, ui is a coefficient from the speaker’s
feature vector (1 ≤ i ≤ d, and d is the vector’s dimensional-
ity), u′i the quantized coefficient, and α = 13.5 and β = 135
are two constants. This transformation converts an x-vector
floating-point coefficient ui ∈ Q, ui ∈ [−10, 9] into an integer
coefficient u′i ∈ Z, u′i ∈ [0, 256). In the remainder of this paper,
we use primed variables to denote quantized (integer) values,
and normal variables to denote floating-point values.

In addition to quantizing the individual x-vectors (up and
m), the computation of the PLDA-based similarity score s, as
depicted in (2), necessitates the quantization of some additional
terms in that equation. First, it is worth noting that, to compare
two given embeddings, we do not need to compute the exact
value of the log likelihood ratio. Instead, we need to compare that
ratio to a given threshold that is suggested by the adopted model
(the value of the threshold may change over time, if needed).
Thus, we can drop the constants and the scaling factors in (2),
and simplify it as

s = −Ξ (up −m)2 +Θ(up)2 (4)

where Ξ = (I + Ψ
nΨ+I )

−1, Θ = (I +Ψ)−1, and m =
nΨ

nΨ+I ū
g . This is possible, because matrix Ψ is diagonal

and could be interpreted as a row-vector, such that
Ψ = (ψ1, ψ2, . . ., ψd) and, therefore, Ξ = (ξ1, ξ2, . . ., ξd)
and Θ = (θ1, θ2, . . ., θd). Note that, Ψ is given by the training
model and we can, thus, compute the floating-point row-vectors
Ξ and Θ.

Since we are only interested in whether the similarity score s
is below or above a certain threshold τ , we can use the following
equation instead:

s � τ ⇐⇒ −Ξ(up −m)2 +Θ(up)2 � τ

⇐⇒ −Ξ(αup + βI − αm− βI)2

+ α2Θ(up)2 − α2τ � 0
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TABLE II
ACCURACY COMPARISON (EER) BETWEEN DIFFERENT SPEAKER

RECOGNITION METHODS AND THEIR QUANTIZED VERSIONS [6]

After expanding and rounding the floating-point values of the
left-hand side of the latter inequality, we get:

s′ =

⌊
d∑

i=1

(
α2θiu

p
i
2 − ξiu

p
i
′2)− α2τ

⌉

+

d∑
i=1

2�ξim′
i�upi ′ +

⌊
d∑

i=1

−ξim′
i
2

⌉
(5)

where s′ is the quantized threshold. As shown above, s � τ

is almost equivalent to s′ � 0, except for the errors that may
be caused by the rounding operations, which we will quantify
shortly. More importantly, we try to perform the rounding opera-
tions only on aggregated terms, in order to get an approximation
as close as possible to the real score. Note that, s′ is an integer
number and can be computed over the ciphertext domain with-
out intermediate decryption operations. Furthermore, a positive
speaker identification result is signified when s′ < 0.

1) Quantifying the Accuracy Loss: Most modern speaker
verification and identification protocols utilize the equal error
rate (EER) as a metric to assess the accuracy of their models [47].
The EER is derived from the PLDA score τ , by computing the
following values:

Pfp(τ) =
# impostor trials with score > τ

# total impostor trials
× 100%

Pfn(τ) =
# target trials with score ≤ τ

# total target trials
× 100%

where Pfp(τ) and Pfn(τ) represent the false positive and false
negative rates, respectively. The EER corresponds to the best
threshold value τEER, at which the two error rates are equal, i.e.,
Pfp(τEER) = Pfn(τEER). Table II illustrates the accuracy loss
when using the original vs. the quantized version of the PLDA
score, i.e., (4) vs. (5). The results were obtained from the publicly
available dataset VoxCeleb,1 using the VoxCeleb1 test split that
contained 4,874 utterances from 40 different speakers.

In particular, we run the quantization step on the two state-of-
the-art methods for speaker recognition, namely x-vector and
VGGVox. For x-vector, we applied the quantization shown in
(3), whereas for VGGVox, we used slightly different values for
α and β, based on the maximum and minimum values of the
underlying feature vectors coefficients. The goal was to keep the
values of the quantized vector within the range [0,256), in order
to represent them using a single byte. It is clear that the VGGVox
model is more accurate than x-vector. Nevertheless, in our work,
we opted for the implementation of the x-vector, because of its
compact embedding vectors (200 vs. 512) that reduce the online

1[Online]. Available: http://www.robots.ox.ac.uk/\;vgg/data/voxceleb/

TABLE III
PERFORMANCE COMPARISON BETWEEN THE ORIGINAL AND QUANTIZED

X-VECTOR SYSTEMS

computation cost of the cryptographic operations by a factor of
×2.5. It is worth noting that the accuracy loss for both models is
less than 0.4%, which is an acceptable trade-off for incorporating
privacy-preserving mechanisms into a surveillance system.

To further analyze the accuracy loss of the quantized x-vector
method, we measured two other metrics, as suggested in the
NIST 2016 Speaker Recognition Evaluation Plan.2 These met-
rics are (i) the minimum detection cost function (minDCF ); and
(ii) the log-likelihood ratio cost (Cllr). Specifically,minDCF is
the value that minimizes the detection cost, which is given as:

CNorm =
CDet

CDefault
(6)

with:

CDet = CMiss × PTarget × PMiss|Target

+ CFA × (1− PTarget)× PFA|NonTarget

and:

CDefault = min

{
CMiss × PTarget,
CFA × (1− PTarget)

where CDet is the detection cost, CDefault is the best cost
without processing the data, and CNorm is the normalized
detection cost. CMiss, CFA, and PTarget are the parameters
of the cost function, i.e., the cost of missed detection, the cost of
a spurious detection, and the a priori probability of the specified
target speaker, respectively.

On the other hand, Cllr [48] is a representation of how well
the scores reflect the likelihood ratio and penalizes for errors in
score calibration. It is defined as:

Cllr =
1

2× log(2)
×
(∑

log(1 + 1/s)

NTT
+

∑
log(1 + s)

NNT

)
(7)

where NTT are the target trials, NNT are the non-target tri-
als, and s represents a trial’s likelihood ratio. Moreover, the
minimum log-likelihood ratio cost (Cmin

llr ) can be interpreted
as a measure of discriminating power, which can be used as a
discriminating metric.

Table III summarizes our findings. It suggests that the accu-
racy loss due to the quantization operations is quite low.

B. Offline Phase

In a nutshell, the offline phase allows the server to enroll
the suspects’ encrypted reference information into the system.
The server first extracts the feature vectors from the available

2 [Online]. Available: https://www.nist.gov/itl/iad/mig/speaker-recognition-
evaluation-2016
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suspects’ utterances, encrypts them, and distributes them to all
the surveillance devices. After that, all parties precompute a
series of cryptographic values that allow the system to perform
the online surveillance phase in a real-time fashion.

1) Encrypted Database: On the server side, the offline phase
begins by extracting the feature vectors from all the suspects’
recordings. The identification accuracy of the system depends
on the quality of the available data, in terms of utterance duration
and number of utterances per suspect. For example, as depicted
in Table I, the VoxCeleb dataset includes, on average, over 100
utterances per person, each lasting an average of 8 seconds.
Given the set of feature vectors, the server builds the correspond-
ing encrypted database that is distributed to the surveillance
devices. The database consists of the server’s public key and all
the ciphertexts that are necessary for computing the encrypted
similarity score. More precisely, the encrypted similarity score
s′ is computed from (5) as follows:

Enc(s′) = Enc

(⌊
d∑

i=1

(
α2θiu

p
i
2 − ξiu

p
i
′2)− α2τ

⌉)

+

d∑
i=1

Enc (2�ξim′
i�)upi ′ + Enc

(⌊
d∑

i=1

−ξim′
i
2

⌉)

(8)

Therefore, for every suspect j, the server computes ciphertexts

Enc(
⌊∑d

i=1 −ξim′
i
2
⌉
) and Enc(2�ξim′

i�), ∀i ∈ [1, d], and adds

them to the encrypted database.
2) Device Precomputations: Once a surveillance device re-

ceives the encrypted database, it engages in a series of precom-
putations that aim to reduce the online cost of the cryptographic
operations. Looking back at (8), the end device has to compute—
for every detected speaker (and suspect)—the first and second
terms of the encrypted score. Also note that, the only unknown
variables in those terms are the original and quantized versions
of the speaker’s embeddings, i.e., up and up′, respectively.

Starting from the first term, the device has to encrypt the

value
⌊∑d

i=1(α
2θiu

p
i
2 − ξiu

p
i
′2
)− α2τ

⌉
, after it derives the

new speaker’s embedding up. Notice that, all the remaining
values are constants and, therefore, the device can precompute
the ciphertexts of all possible integer outcomes, since it is known
that upi ∈ [−10, 9], ∀i ∈ [1, d]. Substituting the min and max
values for all involved variables, we computed that the largest
integer outcome of this term is < 10.5× 106, i.e., the required
storage space for the entire range is approximately 1.27 GB.
Nevertheless, for a device with very low storage capabilities,
we can avoid this cost by encrypting only a logarithmic-size
set of the range, at the expense of some additional computa-
tions. More specifically, we can simply store the ciphertexts
of all powers of 2 within that range, i.e., Enc(2i), ∀i ∈ [0, 30].
Therefore, during the online phase, the surveillance device can
compute the ciphertext of any possible outcome with, at most, 30
point addition operations (which are significantly cheaper than
encryption operations).

Regarding the second term of (8), the end device pre-
computes, for every suspect’s x-vector m′, the values

Fig. 2. Heat map of feature vector coefficients for 1,002 random utterances.

Enc(2�ξim′
i�)upi ′, ∀i ∈ [1, d]. Note that, upi

′ ∈ [0, 256), so the
total number of ciphertexts computed in this step is 256 · d ·M .
Again, if the end device lacks the capability to store the entire
set of ciphertexts, it can store a smaller subset with a minimal
loss of efficiency. This is due to the fact that, some x-vector
coefficients tend to occur more frequently than others. This is
noticeable in Fig. 2 where we plot the distribution of the x-vector
coefficients of more than 1000 random utterances. In this case,
the surveillance device can precompute, for example, 50% of
the values that fall in the range [76,204), or 30% that fall in
the range [100,185). During the online phase, if the derived upi

′

is not part of the precomputed subset, the device performs the
point-scalar multiplication operation on the spot.

3) Server Precomputations: In a large-scale surveillance net-
work, the server is clearly the performance bottleneck, because
it has to interact with possibly tens of thousands of surveillance
devices. As such, we need to optimize the server’s computational
tasks to the extent possible. To this end, the server’s role during
the online phase is to decrypt M ciphertexts for every voice
sample captured by the end devices. But, as explained in Sec-
tion III-C, the decryption operation involves solving an instance
of a discrete log problem, which is computationally expensive.
In particular, given a point on the elliptic curve s′ ·Q, where Q
is the server’s public key and s′ is the quantized similarity score,
solve for s′. To speed up the decryption operation, the server pre-
computes all the possible outcomes of s′ ·Q. More precisely, the
server stores all the points on the elliptic curve that correspond
to integers s′ ∈ [0, 230). Note that we can obtain the maximum
value of s′ by choosing two vectors with maximal dissimilarity
in (5), e.g., up′ = (0, . . . , 0)T and m′ = (255, . . . , 255)T. This
gives us an upper bound of s′ < 222. However, in practice, hav-
ing the maximal dissimilarity is very improbable, as evident from
the distribution of the x-vector coefficients (Fig. 2). Instead, we
analyzed the reported similarity scores empirically, and realized
that the maximum reported score is s′ < 217. This allows us to
utilize the remaining 13 bits to obfuscate the real score s′, as
explained in Section V-C2.

It is important to note that, unlike most other privacy-
preserving systems, the offline phase is not invoked for each
utterance captured by the devices. Instead, it is performed only
once before the system goes live.
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C. Online Phase

The online phase constitutes the actual surveillance operation,
where the listening devices record the utterances from the sur-
rounding area. For every captured utterance, the device computes
an obfuscated similarity score for each suspect in the encrypted
database. The computations are done entirely in the ciphertext
domain, using the public key of the law enforcement agency. The
obfuscated scores are then randomly permuted and forwarded
to the server. Finally, the server simply decrypts the received
scores, using its private key, and detects any possible matches.
Note that, the suspect identification accuracy depends on the
quality of the recorded utterance, e.g., its duration, the level of
background noise, etc.

1) Score Computation: Once the server and all surveillance
devices have precomputed the necessary ciphertexts, the system
is ready to perform voice-based surveillance in real time. To
this end, each surveillance device continuously analyzes all the
captured utterances and classifies them into different speaker
classes. Whenever a new speaker is detected, the device com-
putes the similarity scores s′j , ∀j ∈ {1, 2, . . . ,M}, between the
x-vector of the new speaker and each of the M x-vectors in the
server’s database. The scores are computed as shown in (8). Note
that the end device has already precomputed or received all the
terms of the equation, so it simply has to perform M × (d+ 2)
point addition operations.

2) Score Obfuscation: To hide the real similarity score from
the database server, the end device selects two random numbers,
r1 and r2, and obfuscates the score as δj = r1 · s′j + r2. In the
ciphertext domain, this is computed as

Enc(δj) = r1 · Enc(s′j) + Enc(r2) (9)

As mentioned previously, r1 and r2 are 13-bit integers and, to
maintain the signs of s′j and δj identical, we always choose
r1 > r2. By doing so, the obfuscation step does not have any
impact on the accuracy of the model. (Recall that a positive
match has occurred when s′j < 0.) It is worth noting that the
surveillance devices can also precompute Enc(r2) during the
offline phase. As such, the online cost of the obfuscation step
is reduced to M point multiplications and M point additions.
When the device completes the obfuscation of all M similarity
scores, it applies a random permutation, and sends the permuted
set of ciphertexts to the database server.

3) Matching: The final step is for the server to decrypt the
M ciphertexts and determine the suspect identification result.
In particular, if all M scores are positive, the captured voice
does not match any suspect in the server’s database. In this
case, the protocol terminates. On the other hand, if one of the
scores is negative, the protocol continues with an additional
verification step. Specifically, to discourage a malicious server
from claiming incorrectly that a certain recording produced
a positive identification match, the server has to prove that
a specific ciphertext produced a negative score. To this end,
we utilize Schnorr’s identification protocol [49] for proving
(in zero knowledge) knowledge of a discrete log computation.
We also employ the Fiat-Shamir heuristic to make the protocol
non-interactive. Our protocol works as follows:

1) The server sends to the end device the position j of the
negative score in the permutation and its exact value s′j .

2) The device produces a new ciphertext for the claimed s′j
and homomorphically subtracts it from the stored cipher-
text. If the server is honest, the resulting ciphertext is an
encryption of zero, i.e., it is equal to 〈r · P, r ·Q〉, for some
unknown r. The device sends G = r · P to the server.

3) The server selects a uniformly random t ∈ Z∗
q and sends

back to the device the triplet

〈Y, c, e〉 = 〈t ·G,H(Y ), t+ c · x mod q〉
where H(·) is a secure hash function, x is the server’s
private key, and q is the order of the elliptic curve group.

4) The device verifies that e ·G = Y + c · r ·Q, where Q is
the server’s public key.

If the last equation is true, it means that x is the solution
of the discrete log of r ·Q base r · P , i.e., the ciphertext at
the device is indeed an encryption of zero. When the protocol
execution terminates, the capturing device deletes immediately
the recording as well as the computed scores. Finally, we should
note that the matching operation (without the verification pro-
tocol that is rarely invoked) involves M point additions, M
point multiplications, and M lookup operations per captured
recording.

VI. SECURITY

The security of our system stems mainly from the random
permutation that is applied to the computed scores prior to
them being sent to the server. As such, it is infeasible for the
server to solve the correct set of M linear equations, in order
to retrieve the coefficients of the speaker’s x-vector. (There are
a total of M ! possible outcomes for the permutation, making
the problem exponentially hard.) Nevertheless, there are two
additional features in our system that make the server’s task even
more difficult. The first one is the score obfuscation, which hides
the real similarity scores that were computed at the end device.
As such, even with the correct permutation, there is still a lot of
uncertainty in computing the speaker’s x-vector coefficients.

More importantly, a great source of randomness that signifi-
cantly strengthens the security of our system, is the distribution
of the x-vector coefficients under Kaldi’s neural network engine.
To illustrate this point, we plotted the distribution of the obfus-
cated similarity scores for a large number of utterances that be-
long to 4 different speakers (Fig. 3). The data was collected from
the VoxCeleb1 [15] dataset. In particular, we chose the speakers
with the largest number of recordings, which correspond to
speaker IDs 10018, 10020, 10096, and 10986 (P1, P2, P3, and
P4, respectively). The main observation is that there is a large
overlap between the generated scores from different speakers. As
a result, the server’s task of inverting the permutation becomes
significantly harder, because the individual scores can not be
tied to specific speakers in the server’s database.

Regarding the ISO/IEC 24745:2011 standard requirements,
from the perspective of ordinary citizens, the collected biometric
data (x-vectors) are never shared with the law enforcement
servers. In addition, as mentioned above, it is infeasible to
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Fig. 3. Distribution of obfuscated similarity scores for speaker P1 against a
set of utterances from speakers P1, P2, P3, P4.

reconstruct the x-vectors from the reported similarity scores,
which guarantees the irreversibility property. This also guar-
antees unlinkability because, given two sets of permuted and
obfuscated scores, it is infeasible to tell whether they belong
to the same individual. Finally, the renewability property is not
required for the x-vectors extracted from individuals, since they
are not enrolled into the system. Instead, these x-vectors are
deleted from the devices immediately after the computation of
the similarity scores.

From the perspective of the suspects’ biometric data, these
properties are guaranteed due to the underlying encryption with
ElGamal’s cryptosystem. Specifically, the surveillance devices
lack knowledge of the server’s private key, which makes it
infeasible to reconstruct the suspects’ x-vectors (irreversibil-
ity). Likewise, encryption prevents the listening devices from
distinguishing between two given encrypted feature vectors
(unlinkability). Finally, if needed, the server can generate and
redistribute a new version of the encrypted database to the
surveillance devices, which guarantees renewability.

It is worth mentioning that, under our system, the plaintext
PLDA parameters must be shared between the various entities.
While this does not violate the privacy goals of our system
(note that we only protect the privacy of the law enforcement
database and the recorded individuals), it merits some further
investigation. For example, the PLDA parameters could be based
on proprietary speaker recognition models that the owners do not
wish to share with the public. To this end, in our future work,
we will investigate whether our methods can be extended to
the case where the PLDA parameters are kept secret from the
surveillance devices.

VII. SYSTEM IMPLEMENTATION

We implemented our system on two machines, one to emulate
the law enforcement server and the other to emulate one surveil-
lance device. The server is a Ubuntu desktop machine with Intel

Fig. 4. Offline cost.

Xeon CPU E5-2620 2.10 GHz× 16, 64 GB of RAM, and a
512 GB SSD. The other machine is a Ubuntu laptop with Intel
Core i7-6500U CPU 2.50 GHz×4 and 8 GB of RAM (it is also
equipped with a microphone). The two machines are connected
via a TCP/IP4 LAN over Gigabit Ethernet.

The speaker recognition subsystem was implemented with
the Kaldi library. Both the client and the server extract the
x-vectors of each speaker using the pre-trained model that is
available online.3 In addition to the trained neural network, the
PLDA backend for scoring x-vectors is also available online.
The server’s input is a directory containing a set of folders,
each named after the speaker’s unique ID. Each speaker folder
contains a number of utterances in . wav format. We run our
experiments using a different number of speakers, which repre-
sents the size of the server’s database, ranging from M = 10 to
1000. On the client-side, the input is a single recording in . wav
format, but typically it can be a live stream from the device’s
microphone.

The cryptographic layer (ElGamal over elliptic curves) of our
system was implemented in C/C++, using the BIGNUM library
of OpenSSL (version 1.1.0g). We also used SWIG to connect
C with Python (version 4.0.1). We set the order of the elliptic
curve to be a 256-bit prime number, as per NIST’s recommenda-
tions [50], which is secure against advances in computing power
until 2030 and beyond. Under this environment, a ciphertext
is represented by two points on the curve, which corresponds
to 128 bytes of storage/communication. The average time for
encryption, decryption, and point multiplication (with 256-bit
scalars) is about 0.23 ms. On the other hand, point addition
takes only about 0.02 ms. Finally, our implementation leverages
the parallel computing abilities of the two multi-core machines,
since all our algorithms are easily parallelizable. The source
code of our implementation is available on GitHub.4

VIII. EXPERIMENTAL RESULTS

In this section, we experimentally evaluate the overhead of our
surveillance system in terms of computation and communica-
tion/storage costs. When measuring the computation overhead,
we performed the experiment 4 times and plotted the average
time. Fig. 4 depicts the offline cost for both the recording device
and the server, as a function of the database size M . First,
the server’s CPU time is dominated by the generation of the

3[Online]. Available: https://kaldi-asr.org/models/m7
4[Online]. Available: https://github.com/mahdihbku/PPSpeakerRecognition
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TABLE IV
CHARACTERISTICS OF VARIOUS PRIVACY-PRESERVING SPEAKER RECOGNITION PROTOCOLS

Fig. 5. Online cost.

discrete log lookup table. (The cost of database encryption is,
by comparison, negligible.) However, we should emphasize that
this is a one-time cost that is incurred before the system goes
online. For the surveillance device, the offline cost depends on
the fraction dby_portion of the precomputations that are
computed and stored on the device. Recall that, the required
precomputations involve the first two terms of (8). Similar to
the case of the server, the offline computations are performed
only once.

Fig. 4(b) shows the corresponding storage requirements at
both parties. The server necessitates approximately 37 GB of
storage for the decryption lookup table, which is quite triv-
ial for off-the-shelf servers. For M = 1000, the recording de-
vice requires around 6.3 GB and 2.1 GB when storing the
full dby (dby _ portion = 1.0) and 30% of the dby
(dby_portion = 0.3), respectively. Note that, dby corre-
sponds to the second term of (8), although, there is an additional
(fixed) cost of 1.3 GB for the first term, which is independent of
M . The latter could be avoided at the expense of a slight increase
in online computations, as explained in Section V-B. Finally, the
offline communication cost entails the transfer of the encrypted
database to the surveillance device.

Fig. 5 depicts the online cost of our protocol, i.e., the cost
incurred during the surveillance operation for matching a cap-
tured speaker against the suspects’ database. The most important
observation is that the computation time is near real-time. For a
database of 100 suspects, the cost is just 135 ms and 30 ms on
the device and the server, respectively, while, for 1000 suspects,
the corresponding times are 1.3 s and 53 ms. For the recording
device, the aforementioned costs assume that the device stores
100% of the necessary precomputations. However, even when
storing just 30% of the ciphertexts, the online cost is increased
by only 23%. This is due to the fact that the device stores the
ciphertexts of x-vector coefficients that are more likely to occur,
as explained in Section V-B. In terms of online communication
overhead, our protocol is extremely efficient. As evident in

Fig. 6. Round-Trip Time for a positive match.

Fig. 5(b), for a database of 1000 suspects, the device has to
transmit only 126 KB of data per captured speaker.

Fig. 6 illustrates the round-trip time (RTT) to detect a sus-
pect (for a positive identification), which includes the speaker
recognition step, the cryptographic operations at the server
and the recording device (inclusive of the verification step),
and the communication between the two parties. For 100 sus-
pects, the RTT is just 705 ms, which is very short compared to
the suggested recording time per speaker sample. (The recom-
mendation is at least 6 s per utterance, in order to get the best
embedding representation of the speaker [51].) Also observe
that, approximately 500 ms are devoted to the speaker recogni-
tion module that is responsible for detecting a unique speaker
and generating the corresponding x-vector. More importantly,
this cost is absorbed by the recording device and not the server,
which is the bottleneck in a wide-scale surveillance system.

Table IV summarizes the characteristics of various privacy-
preserving speaker verification and identification protocols in
the literature. For each approach, we show its design purpose, the
underlying speaker recognition method, the distance metric used
to compute the similarity score, the cryptographic primitives
employed, the reported online computation time, and the refer-
ence protection requirement. We should emphasize that a direct
comparison of our approach against privacy-preserving speaker
verification protocols is not possible, because the underlying
assumptions are quite different. Under speaker verification, the
user’s reference information is stored at the server in encrypted
form (i.e., it is protected by the user’s secret key). On the other
hand, our system assumes that the server has access to the
plaintext reference information (the suspects’ database), but this
information is encrypted at the distributed clients (the listening
devices) with the server’s public key.

In terms of speaker recognition techniques, earlier work relied
on UBM-GMMs, however, they were subsequently replaced
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by probabilistic embeddings, such as i-vectors. Nevertheless,
the latest research leans towards neural-network-based embed-
dings (such as x-vectors), due to their superior performance.
The typical dimensionality of i-/x-vector embeddings is around
200, whereas UBM-GMM-based methods, [22] and [25], utilize
32 and 64 Gaussian mixture components, respectively. When
selecting an appropriate distance metric, there are two major
issues to consider: (i) the accuracy of the model under the chosen
metric; and (ii) the feasibility of computing the distance value
in the ciphertext domain. As illustrated in Table IV, PLDA is
being widely used because of its higher accuracy. Finally, in
terms of computation time, our approach is comparable to the
most efficient speaker verification protocol by Treiber et al.
Specifically, for 100 suspects, the combined online computation
time at the client and the server is just 165 ms. This is due to (i) the
extensive use of precomputations; and (ii) the use of ElGamal’s
cryptosystem over elliptic curves, which is very efficient.

IX. CONCLUSION

Privacy-preserving surveillance aims to balance the need for
large-scale surveillance with the requirement of protecting peo-
ple’s privacy. To this end, our work introduced the first system in
the literature capable of performing near real-time voice surveil-
lance in a privacy-preserving manner. Our solution leverages the
distributed computing capabilities of the surveillance devices
to reduce the computational burden of the centralized server.
In addition, it relies heavily on precomputed ciphertexts that
minimize the overhead at both the client and the server. We
implemented a proof-of-concept for our surveillance system,
and performed extensive experimentation to demonstrate its
applicability in a wide-scale surveillance environment. In par-
ticular, we showed that our system is orders of magnitude faster
than existing methods, and requires less than 200 ms to match a
captured utterance against a database of 100 speakers. Although
our protocol computes the PLDA score between two x-vectors,
the underlying framework is generic enough to accommodate
different embeddings (such as VGGVox) and distance metrics,
which may lead to better speaker recognition accuracy.
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