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Abstract—As quantum computing capabilities accelerate, 

together with the discovery of Shor’s Algorithm, existing 

encryption protocols, such as TLS (Transport Layer Security) 

and IPsec (Internet Protocol Security), face the risk of becoming 

obsolete. This vulnerability poses a significant challenge for 5G 

and 6G mobile networks, which rely on these protocols for data 

transmission. This survey explores the potential of Post-

Quantum Cryptography (PQC) algorithms as viable 

alternatives for securing mobile communications. Through a 

comprehensive review of NIST-shortlisted PQC algorithms, this 

paper examines their relevance, efficiency, and adaptability in 

5G and 6G architectures. Case studies, including real-world 

implementations by Amazon Web Services (AWS) and IBM, 

illustrate the growing acceptance and practical applicability of 

these quantum-resistant algorithms. 
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I. INTRODUCTION 

This survey focuses on the unique implications of Post-
Quantum Cryptography (PQC) in the rapidly evolving 
landscapes of 5G and 6G mobile networks. While previous 
works, including [1], have laid foundational insights into 
quantum computing's challenges for security protocols, our 
survey advances this discussion by delving into the latest 
developments and practical implementations of PQC. We 
particularly emphasize the distinctive requirements and 
potential solutions for 5G/6G infrastructures, including a 
detailed analysis of NIST's shortlisted PQC algorithms and 
their specific adaptability to the high-speed, low-latency, and 
highly connected nature of these future networks. This 
comparative analysis underscores our work's novelty in 
addressing network security's evolving landscape in the era of 
quantum computing. 

As smartphones become increasingly ubiquitous, they 
have evolved into essential computing devices for many 
people. Some individuals even own multiple smartphones to 
accommodate work requirements or to take advantage of the 
unique ecosystems offered by different operating systems like 
iOS and Android. This widespread adoption [2] highlights the 
critical role of advanced mobile networks, such as 5G and 6G, 
and raises pressing questions about the security protocols in 
place to protect sensitive data.  

Data encryption serves as a safeguard by converting 
plaintext—readable and understandable data—into ciphertext, 
which appears as a scrambled and seemingly random format 
[3]. This transformation is crucial for maintaining the 

confidentiality and authenticity of data as it is transmitted 
across a network. On the receiving end, decryption is 
employed to convert the ciphertext back into its original 
plaintext form. Utilizing encryption for data transmission is 
particularly important for mitigating the risk of "Man-in-the-
Middle" (MITM) attacks [4], where unauthorized 
intermediaries could potentially intercept and alter the data 
being communicated between two parties. 

Beginning with Android 9 and iOS 9, smartphones require 
the use of HTTPS for data transmission. All data traffic during 
transit is encrypted through the Transport Layer Security 
(TLS) protocol [5].  

TLS initiates a handshake shown in Fig.1 with a server to 
establish a secure connection for data transmission, ensuring 
the data's confidentiality, integrity, and authenticity. Once the 
connection is secure, transmitted data is encrypted using a 
shared secret key, typically relying on Advanced Encryption 
Standards (AES) [6]. Most major Internet services today 
employ TLS for encrypted communication [4][7].  

 

 

Fig. 1. TLS Handshake Overview 

While TLS has become a standard for internet security, the 
advent of quantum computing and the discovery of Shor's 
Algorithm pose significant challenges to its efficacy [8]. 
Specifically, Shor's Algorithm, when executed on a 
sufficiently powerful quantum computer, has the potential to 
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break the asymmetric encryption algorithms that form the 
basis of TLS security. 

In both 5G and 6G networks, the underlying architecture 
is predominantly based on a Service-Based Architecture 
(SBA) (Fig. 2). Unlike the older, hierarchical models, SBA 
provides a more modular and flexible framework where 
various network functions are decoupled and interact through 
standardized interfaces. This design enables more agile 
deployment and scaling of services, facilitating the rapid 
rollout of new features and technologies. 

In the SBA model, core network entities such as the 
Access and Mobility Management Function (AMF), Session 
Management Function (SMF), and User Plane Function 
(UPF) are defined as individual services. These services 
interact via application programming interfaces (APIs) on a 
service-based interface. This allows each entity to request 
services from one another in a loosely-coupled manner, 
enabling easier management and orchestration of network 
functionalities [9].  

The Radio Access Network (RAN), responsible for the 
actual radio transmissions, also communicates with these core 
entities. While the RAN and core services are logically 
separated, their interactions are essential for tasks such as 
handover management, Quality of Service (QoS) adjustments, 
and user data routing [10]. 

 

 

Fig. 2. 5G Standalone Architecture Diagram 

For securing these interactions and data transmissions, 
protocols like TLS and IPsec are often employed [11]. TLS is 
predominantly used for securing data exchanges over the 
service-based interfaces within the core network [12]. It 
initiates a "handshake" with the receiving entity to establish a 
secure connection, ensuring the confidentiality and integrity 
of the transmitted data. 

On the other hand, IPsec is commonly used for securing 
the communication paths between the RAN and the core 
network entities. It adds an additional layer of security, 
providing capabilities such as data encryption, authentication, 
and anti-replay protection. This dual approach—using both 
TLS and IPsec—adds multiple layers of security to the 
network architecture [11]. 

However, the current security measures raise concerns in 
the face of emerging threats from quantum computing. Due to 
its potential to compromise the cryptographic algorithms that 
underpin TLS and IPsec, there is a pressing need to examine 
alternative security solutions, such as Post-Quantum 
Cryptography (PQC).  

In this survey, we will examine various Post-Quantum 
Cryptography (PQC) algorithms that have been shortlisted by 
NIST, exploring their relevance and potential for 
implementation in 5G and 6G mobile communication. 

II. SURVEY METHODOLOGY 

The methodology adopted entails a comprehensive 

review of academic and industry literature focusing on PQC 

algorithms and their application in 5G/6G networks. We 

selected sources published within the last five years to ensure 

the inclusion of the most recent advancements. The selection 

criteria for PQC algorithms were based on their performance 

metrics, relevance to mobile network requirements, and the 

extent of their evaluation or implementation in real-world 

scenarios. This involved a thorough analysis of peer-

reviewed journals, conference papers from leading 

technology firms, and reports from standards organizations 

like NIST. We aim to compare these algorithms not only in 

terms of their theoretical robustness against quantum threats 

but also their practical applicability in the unique context of 

5G and 6G networks. 

III. THREATS FROM QUANTUM COMPUTING 

The increasing computational power of quantum 
computers poses existential threats to current public key 
encryption algorithms such as Rivest-Shamir-Adleman 
(RSA), Elliptic Curve Cryptography (ECC), and the Diffie-
Hellman (DH) key exchange. One study noted, "Quantum 
computers can solve complex mathematical problems in 
seconds, significantly faster than their classical counterparts" 
[13]. This computational advantage could render existing 
encryption methods obsolete, breaking encryption schemes 
that currently take hundreds of years to crack. 

Public Key Infrastructure (PKI) relies on asymmetric 
cryptographic algorithms [14]. Algorithms like RSA, DH, and 
ECC are commonly used for these public keys, while digital 
signatures often use the Digital Signature Algorithm (DSA) 
and Elliptic Curve Digital Signature Algorithm (ECDSA), 
along with the Secure Hash Algorithm (SHA), for encryption 
[14]. 

Shor's Algorithm, proposed by mathematician Peter Shor 
in 1994, is a quantum algorithm that efficiently factors large 
composite numbers, a problem that classically requires 
exponential time [15]. The implications of Shor's Algorithm 
are significant for traditional public-key cryptosystems such 
as RSA, DH and ECC. 

The actual threat of Shor's Algorithm is contingent on the 
development of a sufficiently large and fault-tolerant quantum 
computer. While smaller quantum computers exist today [8], 
they are not yet powerful and stable enough to break real-
world encryption keys using Shor's Algorithm. However, as 
quantum computers are rapidly in development, it is only a 
matter of time where the traditional public-key cryptosystems 
will be broken [16]. 

A study has shown that a quantum computer with 372 
Qubits could break a 2048-bit RSA algorithm [17]. As of 
2022, IBM's quantum road map includes "Osprey," a 433-
qubit quantum processor, and is on track to develop "Condor," 
a 1121-qubit quantum processor by 2023[18]. With the 
development of a quantum processor with higher qubit count, 
this opens more processing power and better capabilities in 
solving difficult mathematical problems used in cryptography. 

RSA, like other public key cryptography algorithm, 
generates a pair of keys, public and private keys, that are 
mathematically related [8]. While the public key is 
disseminated widely and is accessible to anyone wishing to 
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send encrypted data to the key owner, the private key remains 
confidential, safeguarded by the recipient and used 
exclusively for decryption purposes. The interplay between 
these keys facilitates a secure communication pathway, 
allowing for data to be encrypted by the sender using the 
recipient's public key and subsequently decrypted only by the 
intended recipient possessing the corresponding private key. 

The compromise of private keys [19] would undermine the 
essential attributes of secure communication: confidentiality, 
integrity, authentication, and non-repudiation.  

Confidentially: Attackers could decrypt past and/or future 
communications encrypted with the compromised private key, 
gaining unauthorized access to sensitive information like 
medical records and financial data. 

Integrity: Attackers could modify the content of the 
encrypted message or create fake messages that appears to be 
from the authentic sender. 

Authentication: Attackers could impersonate the 
legitimate party and requesting sensitive data or access to a 
particular system or service. 

Non-repudiation: As digital signatures rely on private keys 
to provide evidence that a specific party sent a message or 
authorized a transaction. Compromised private keys could 
undermine the trustworthiness of digital signatures, making it 
difficult to prove the origin or authenticity of a message or 
transaction.  

This significant risks not only affects individual privacy 
but also to sectors reliant on encrypted communications, such 
as financial services, healthcare, and national security. 

Another particularly concerning threat vector that arises 
with the advent of quantum computing is the "store-now-
decrypt-later" attack, as pointed out in a Google security blog 
[20]. In this type of attack, adversaries do not attempt to break 
the encryption immediately. Instead, they store encrypted data 
now, waiting for quantum computing technologies to become 
sufficiently advanced. Once a quantum computer capable of 
breaking the current cryptographic algorithms becomes 
available, the stored data can be decrypted retroactively. 

This strategy poses significant risks, as it undermines the 
long-term security of encrypted information. Even data that is 
securely encrypted today, and thus safe from immediate 
decryption using existing technology, may be vulnerable in 
the future when quantum computers become sufficiently 
powerful. This is particularly worrisome for data that has a 
long shelf-life and remains sensitive over extended periods, 
such as healthcare records, financial transaction logs, and 
national security documents. 

Such a delayed decryption attack makes it imperative to 
transition to quantum-resistant cryptographic algorithms 
sooner rather than later. This is not just to secure current data 
transmissions but also to protect the integrity and 
confidentiality of valuable data that could be targeted and 
stored now for decryption at a later time.  

IV. THE NEED FOR POST-QUANTUM ALGORITHMS 

5G and 6G mobile networks predominantly employ TLS 
and IPsec as their cryptographic protocols for secure 
communications [21][22]. These protocols are responsible for 
key functions such as authentication, key exchange, and 
transport security. However, the key establishment algorithms 

underpinning TLS and IPsec, namely RSA, ECC, and DH, are 
highly susceptible to quantum computing capabilities [23]. 
With the advent of quantum computers, breaking these 
traditionally secure algorithms could become a trivial task, 
thereby making our current security infrastructures obsolete. 

Recognizing the urgency to address these vulnerabilities, 
the National Institute of Standards and Technology (NIST) 
has initiated a call for proposals to develop Post-Quantum 
Cryptography (PQC) algorithms. These proposals are aimed 
at replacing or complementing the existing cryptographic 
systems with algorithms that can resist potential quantum 
attacks. 

The transition to PQC is not merely a technological 
necessity but also a strategic imperative for both national and 
enterprise-level cybersecurity postures. As quantum 
computing technology advances, the window for making this 
transition shrinks. Failure to adopt PQC algorithms in time 
could result in wide-ranging security vulnerabilities, including 
data breaches, identity theft, and compromised national 
security. 

While PQC offers a pathway to secure future 
communications, it comes with its own set of challenges, such 
as increased computational overhead or larger key sizes. 
These challenges require careful consideration, especially in 
resource-constrained environments like mobile networks. 
Therefore, optimizing PQC algorithms for mobile 
applications without sacrificing security is a vital area of 
ongoing research. 

V. SHORTLISTED PQC ALGORITHMS BY NIST 

A. Key Establishment Mechanism (KEM) 

 The shortlisted algorithm for public-key encryption and 
key establishment is CRYSTALS-Kyber (Table I). Developed 
as a part of the Cryptographic Suite for Algebraic Lattices 
(CRYSTALS), Kyber utilizes lattice-based cryptography to 
offer robust security against quantum attacks. It operates with 
high efficiency and low computational overhead, making it a 
prime candidate for implementation in resource-constrained 
environments like mobile networks.   

TABLE I. SHORTLISTED PQC KEY ESTABLISHMENT MECHANISM 

Algorithm 

PQC - KEM 

Security 

Level 

Private key 

length 

Public key 

length 

Ciphertext 

length 

Kyber512 1 1632 800 768 

Kyber768 3 2400 1184 1088 

Kyber1024 5 3168 1568 1568 

 

B. Digital Signature Algorithms 

 For digital signatures, three algorithms have been 
shortlisted: CRYSTALS-Dilithium, FALCON, and 
SPHINCS+ (Table II).  

CRYSTALS- Dilithium is a part of the CRYSTALS suite, 
Dilithium provides a secure and efficient digital signature 
mechanism. It offers strong security guarantees against 
quantum attacks and is optimized for performance, even in 
constrained devices [24].  

Fast-Fourier Lattice-based Compact Signatures over 
NTRU (FALCON) aims to minimize the signature size while 
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maintaining a high level of security. It's especially noted for 
its efficiency and speed, making it another attractive option for 
mobile applications. 

Unlike CRYSTALS-DILITHIUM and FALCON, which 
are based on lattice cryptography, SPHINCS+ employs hash-
based cryptography. It provides long-term security and is 
designed to function well in a variety of settings. 

Based on [25][26], lattice-based PQC algorithms performs 
better in terms of time, power and energy consumption. This 
is important especially in the implementation for mobile 
communications as resource are limited on such devices. 

TABLE II. SHORTLISTED PQC DIGITAL SIGNATURE SCHEMES 

Algorithm 

PQC Digital Signature Schemes 

Security 

Level 

Private key 

length 

Public key 

length 

Signature 

length 

Dilithium2 2 2528 1312 2420 

Dilithium3  3 4000 1952 3293 

Dilithium5 5 4864 2592 4595 

Falcon512 1 1281 897 690 

Falcon1024 5 2305 1793 1330 

SPHINCS+

-Haraka-

128f 

1 64 32 17088 

SPHINCS+
-Haraka-

128s 

1 64 32 7856 

SPHINCS+
-Haraka-

192f 

3 96 48 35664 

SPHINCS+
-Haraka-

192s 

3 96 48 16224 

SPHINCS+
-Haraka-

256f 

5 128 64 49856 

SPHINCS+
-Haraka-

256s 

5 128 64 29792 

SPHINCS+
-SHA256-

128f 

1 64 32 17088 

SPHINCS+

-SHA256-
128s 

1 64 32 7856 

SPHINCS+

-SHA256-
192f 

3 96 48 35664 

SPHINCS+

-SHA256-
192s 

3 96 48 16224 

SPHINCS+

-SHA256-
256f 

5 128 64 49856 

SPHINCS+

-SHA256-
256s 

5 128 64 29792 

SPHINCS+

-

SHAKE256
-128f 

1 64 32 17088 

SPHINCS+

-
SHAKE256

-128s 

1 64 32 7856 

SPHINCS+
-

SHAKE256

-192f 

3 96 48 35664 

Algorithm 

PQC Digital Signature Schemes 

Security 

Level 

Private key 

length 

Public key 

length 

Signature 

length 

SPHINCS+

-
SHAKE256

-192s 

3 96 48 16224 

SPHINCS+
-

SHAKE256

-256f 

5 128 64 49856 

SPHINCS+

-

SHAKE256
-256s 

5 128 64 29792 

  

VI. COMPARISIONS OF THE VARIOUS PQM CATEGORIES 

Given that the shortlisted PQC algorithms differ 
significantly, parameters such as secret key length, signature 
length, and public key length will vary as well. As the primary 
focus of this survey is on 5G networks and beyond, it is 
essential to consider factors like memory usage, transmission 
time, computational overhead, user experience, and cross-
device compatibility. Longer keys and signatures can lead to 
increased memory usage, extended transmission times, and 
suboptimal user experiences.  

A. KEM 

A study [27] compared various PQC Key KEMs based on 

their security strengths. Lattice-based algorithms generally 

excel in speed of key generation. According to the statistics 

provided, CRYSTALS-Kyber outperforms other KEM 

algorithms in terms of computational efficiency, requiring 

fewer CPU cycles. However, it is worth noting that Kyber 

does not generate the smallest key sizes. Despite this, Kyber 

offers a favorable trade-off in performance, making it a strong 

candidate for mobile communications, where resource 

constraints are a primary concern.  

B. Digital Signatures 

Another study [28], originating from the same source, 
compared various PQC digital signature algorithms based on 
their security strengths. Among the shortlisted algorithms by 
NIST, Dilithium consumes fewer CPU cycles than both 
FALCON and SPHINCS+. 

VII. INTEROPERABILITY OF PQC WITH TLS 

Since the announcement of the finalists for the PQC 
algorithms, some research has focused on their integration 
with the TLS protocol [29]. These studies have analyzed 
performance on x86 and Advanced RISC Machine (ARM) 
architectures, the latter of which is commonly used in mobile 
phones. Research indicates that PQC algorithms like 
Dilithium and New Hope perform better on ARM architecture 
compared to x86. 

Another study evaluated the integration of various PQC 
algorithms with the TLS protocol [26]. It demonstrated that 
the integration of PQC and TLS reduces power, time, and 
energy consumption compared to the classic TLS protocol. 

Given that most devices connecting to 5G or 6G networks 
will likely be mobile phones, it is crucial to understand their 
performance when implementing PQC, especially in resource-
limited environments.  
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VIII. PQC ALGORITHMS IMPLEMENTED TODAY 

Amazon Web Service (AWS) has announced updates to 
its security protocols, incorporating Kyber into some of its 
core services. These services include the AWS Key 
Management Service (KMS), AWS Certificate Manager 
(ACM) Secrets Manager TLS endpoints, and Secure File 
Transfer Protocol (SFTP) file transfer service [30][31]. As 
many mobile apps utilize AWS for backend services, this 
move has the potential to extend quantum-safe security 
protocols to a large number of mobile devices. 

IBM [32] have also implemented Kyber and Dilithium 
from CRYSTALS into their IBM z16 System. Promising 
quantum-safe capabilities in their product pipeline. IBM's 
hardware often serves as part of the backbone for telecom 
networks. This means that their adoption of PQC has the 
potential to influence security measures in future 5G and 6G 
architectures. 

In a similar vein to AWS and IBM, Cloudflare, a 
prominent player in the domain of internet infrastructure, has 
also recognized the impending threat posed by quantum 
computing to existing cryptographic systems. As reported in 
their company blog [33][34], Cloudflare has keenly adopted 
and implemented Kyber for key agreement in its TLS 1.3 
traffic, which includes HTTP/3. This ensures enhanced 
security for data in transit, safeguarding it against potential 
future quantum-based threats. Their approach is a hybrid one, 
seamlessly integrating classical cryptography with post-
quantum cryptography to strike a balance between speed and 
security. Cloudflare's strategic move to embrace PQC not only 
fortifies their own infrastructure but also sets a precedent for 
other web service providers, pushing the envelope for 
universal quantum-safe web security.  

IX. PQC CHALLENGES FOR 5G/6G COMMUNIICATIONS 

As the world gears up to embrace the potential of 5G and 
looks forward to 6G, integrating PQC is crucial to ensure long-
term security. However, the integration of PQC with these 
advanced communication technologies is not without 
challenges. These networks, characterized by their high data 
rates, low latency, and vast device connectivity, demand 
cryptographic solutions that are not only robust but also highly 
efficient and adaptable to diverse and rapidly changing 
conditions. For instance, ensuring seamless cryptographic 
handovers and maintaining Quality of Service (QoS) during 
high-speed mobility are critical requirements unique to these 
advanced networks. Further, the scalability of PQC solutions 
must align with the dynamic and dense network topologies of 
5G/6G, where traditional cryptographic approaches might 
falter in terms of performance and reliability 

A. Lack of Standardization  

Although NIST are actively working on standardizing 
PQC algorithms, the lack of finalized standards can create 
uncertainty. It's risky for telecommunication operators to 
invest heavily in a particular algorithm that might later be 
deemed insecure or suboptimal. 

B. Interoperability Issues 

The coexistence of classical cryptographic systems and 
PQC during the transitional period can lead to interoperability 
challenges. Systems need to be designed to handle both types 
of cryptography, especially during the handshakes between 
different network entities. 

C. Hardware Constraints 

PQC requires changes not only at the software level but 
also potentially at the hardware level, especially when aiming 
for optimized performance. Low to mid ranged mobile phones 
may struggle when handling the overheads required by PQC 
due to the resource constraints. 

X. CONCLUSION 

As the progression towards 5G and 6G mobile networks 
continues, the imperative to address security vulnerabilities 
exacerbated by quantum computing becomes more urgent. 
Existing cryptographic algorithms, which have served us well 
for decades, stand on the brink of obsolescence as quantum 
computers advance.  

In this survey, we've examined the promising field of Post-
Quantum Cryptography (PQC), focusing on algorithms that 
have been shortlisted by NIST for their potential applicability 
in 5G and 6G mobile networks. 

Lattice-based algorithms like CRYSTALS-Kyber and 
CRYSTALS-Dilithium have shown notable performance 
benefits, particularly in resource-constrained environments 
such as mobile devices. These algorithms not only offer strong 
security guarantees against quantum attacks but are also 
highly efficient, minimizing computational overhead. 

Current implementations, such as those by AWS, IBM and 
Cloudflare, indicate a proactive industry move towards 
adopting these quantum-resistant cryptographic algorithms. 
Given their applicability and the urgent need for enhanced 
security protocols, it is likely that we will see a broader range 
of PQC algorithms integrated into both cloud-based services 
and network hardware that form the backbone of our mobile 
communications infrastructure. 

However, there are still challenges to be addressed. The 
transition from current algorithms to PQC should be done in a 
way that ensures backward compatibility and seamless user 
experience.  

Future research should also focus on standardizing these 
new algorithms, optimizing their performance on mobile 
devices, and exploring their interoperability with existing 
protocols. 

As quantum computing technology matures, the window 
for preparing our digital infrastructure narrows. The 
development and deployment of Post-Quantum Cryptography 
in 5G and 6G networks not only seem advisable but indeed, 
inevitable. 
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