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ABSTRACT This paper presents a privacy persevering framework for a decentralized stock exchange
platform, ensuring anonymity and unlinkability of the investors’ accounts and their respective trading
activities. The proposed framework meets these privacy requirements by (i) anonymizing both the unique
account identifier (NIN) and balance information through customized data generalization and distortion
techniques and (ii) making trading transactions unlinkable to their original investors by ensuring that both
the NIN and balance are k-anonymous; i.e., k accounts belonging to different investors have the same
balance. Moreover, to ensure long-term unlinkability, the process of anonymization is repeated at regular
time intervals (every trading session). In addition to anonymity and unlinkability characteristics, the proposed
framework is augmented with traceability and non-repudiation features. The simulation experiments with
several market sizes and types confirm the effectiveness of the proposed framework in achieving full
k-anonymity. Furthermore, to assess the overhead of the proposed privacy algorithms on the trading
execution time, we conduct several experiments considering different anonymity levels k . We compare the
transaction execution time of our proposed platform against a traditional non-privacy-preserving blockchain-
based stock exchange. The obtained results for the worst-case scenarios show an acceptable execution time
overhead.

INDEX TERMS Blockchain, privacy, smart contract, stock exchange, trading, anonymity.

I. INTRODUCTION
The growth and development of the stock market have a sub-
stantial impact on any given country’s economic growth [1].
In 2016, the global market capitalization of the stock
exchange was worth an estimated $70 trillion, which reflects
the large size of the financial transactions and investments
performed to buy shares and other securities offered by the
stock market [2]. One of the primary factors affecting the
stability of the stock market is the extent of guaranteed fair-
ness that to investors to join the market and the existence
of a well-established financial regulator to set market rules
and ensure their implementation. As per the regulator rules,
there should be no disclosure of sensitive information during
trading that can negatively disturb the market and lead to
price manipulation [3]. For instance, the reveal of information
related to investor identity can cause a well-known stock
market manipulation attack called front-running [4]. Some
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entities can benefit from prior access to premium market
information about upcoming transactions and trades in such
an attack. Similarly, by knowing the actual identities behind
large buy or sell orders, other investors can plan accord-
ingly to trade before or after such orders to benefit from
the potential price movement of the traded shares. Therefore,
most stock market regulators consider the investors’ identity
as confidential and sensitive information. According to [5]
and [6], trading anonymously ensures that the investor’s iden-
tity is not traceable and provides a regulated framework for
fair trading.

Recently, blockchain technology has been introduced in
the financial industry as an effective means towards a more
secure, transparent, and decentralized financial system with-
out relying on intermediaries [7]. For stock exchange, some
recent efforts in [8] and [9] have been devoted to designing
new decentralized stock exchange platforms that overcome
traditional stock market limitations such as the presence of
a single point of failure, the long time of financial settle-
ments, and the limited transparency offered to the investors.
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Nevertheless, these aforementioned efforts have not consid-
ered the preservation of the privacy of investors’ identities
and that of their balances. Although some work already exists
to address privacy concerns in blockchain-based solutions
using data distortion and encryption techniques, none of them
is designed to meet the privacy requirements of the stock
exchange, including anonymity, unlinkability and traceabil-
ity, and non-repudiation.

In blockchain, data is replicated across different partici-
pants, and for platforms like the stock exchange, sensitive
information such as investors’ identities should only be acces-
sible by authorized participants. The investor’s identity in the
stock exchange platform consists of a unique identifier (NIN)
and a balance of cash or share associated with it. The NIN is
being used to enter orders into the platform to match other
orders and generate trades. The investor’s identity should be
kept anonymous and unauthorized participants should not be
able to identify the original owner of the entered order and the
generated trade. Given the issue of privacy discussed above,
we propose in this paper a privacy-preserving blockchain-
based stock exchange framework using data distortion and
encryption techniques that ensure privacy. The proposed
framework creates a set of anonymous accounts for each
investor that they can use during a single trading session.
The original balance of an investor’s account is also split
into different amounts and assigned to the set of created
anonymous accounts. To ensure unlinkability and prevent an
attacker from tracking and linking the different anonymous
accounts to their original investor’s account, a data distortion
technique based on the k-anonymitymodel is employed. Each
anonymous account is assigned a balance with an amount that
exists in at least k−1 other accounts in the market. Moreover,
to make it even harder for an attacker to build trading patterns
from the anonymous accounts and infer helpful information
during the trading, the distortion technique is reapplied at
the beginning of each new trading session. The proposed
framework also allows authorized entities to perform auditing
on transactions by tracing the anonymous accounts to their
original owners.

The k-anonymization process is made off-chain by the
Central Securities Depository (CSD) to make it possible to
track back the anonymous accounts by authorized authorities
for accounting and traceability purposes.

The contribution of the paper can be summarized as
follows:
• Analyze and define the privacy requirement of a decen-
tralized blockchain-based stock exchange platform.

• Develop a novel distortion technique that anonymizes
both the investor’s unique identifier (NIN) and balance.

• Ensure long-term unlinkability by performing repeated
anonymization before the start of each trading session.

• Provide tracing functionality to authorized entities to
link the investor’s anonymous accounts to their original
accounts.

• Assess the additional overhead by comparing the exe-
cution time with and without the decentralized stock

exchange platform’s privacy preserving
framework.

The remaining of this paper is organized as follows:
Section II discusses blockchain privacy methods and related
work. Section III provides an overview of the consortium
blockchain-based stock exchange platform, privacy limi-
tations, and how to address them. Section IV presents
our privacy-preserving framework that addresses the decen-
tralized stock exchange platform’s privacy requirements.
In section V, we provide the performance evaluation of
our solution and study the overhead added by the privacy-
preserving algorithms. Section VI concludes the paper.

II. RELATED WORK
In blockchain, privacy is not provided by design, given that
data are replicated across different participants. Several solu-
tions have been proposed to preserve privacy in blockchain
and can be classified into two main categories; (i) data distor-
tion and (ii) data encryption-based approaches [10]. In the
following, we provide an overview and discuss the main
techniques for each category.

A. DATA DISTORTION
Data distortion is a technique that provides anonymity by
making it challenging to link some sensitive information,
such as geographical locations and user identities, to their
actual data [10], [11]. In the trading context, this approach
seeks to hide the identity of a buyer/seller transaction with-
out altering the transaction structure or affecting its exe-
cution [10], [12]. Several distortion approaches are used
to achieve this goal, such as mixing and generalization
techniques [13].

Mixing techniques have been applied to cryptocurrency
transactions to increase privacy. Mixing transactions allow
the users to move digital coins from one user address to
another without a direct link between the addresses. Mixing
can be implemented as a centralized or decentralized service
to provide anonymity for cryptocurrencies. In centralized
mixing, [10], a third party performs the mixing by requesting
users to send their coins to a mixing service address which
sends the mixed coins received to different output addresses
highlighted by each user [14]. However, the dependency on
a third party to perform the mixing makes the system vul-
nerable to a single point of failure and can raise a severe
privacy concern if the third party gets compromised or acts
maliciously [15], [16]. Also, as studied in [13], the anonymity
achieved by centralized mixing is proportional to the size
of the addresses pool, where the larger the size of the pool,
the better it is for the mixing service to be able to provide
anonymity. CoinMixer [17] is a mixing service that requires,
on average, between one to six hours to complete mixing
transactions. Another service isMixCoin [18] which requires
to have access to the actual mappings between input and out-
put addresses for each transaction. Storing such information
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by the server can cause serious security issues if the mixing
server is compromised.

It is important to highlight that centralized mixing solu-
tions, in general, require several hours to be completed [13].

To address the previous concerns, decentralizedmixing has
been proposed [15] where mixing participants who would
like to transact with the same amount of coins join together
and exchange input and output addresses with each other.
To construct a transaction, one of the participants gathers the
exchanged input and output addresses with the appropriate
amount of coins in a transaction that is then exchanged with
the other participants to collect their signatures. Nevertheless,
the level of anonymity provided by this approach is lim-
ited and depends on the number of participants in a mixing
group [10], [11]. The protocol also has the challenge of
finding enough participants who would like to transact with
the same amount. Moreover, participants can have access to
the input and output addresses, which is a severe privacy
breach that some users cannot accept. Also, it has been
proven that the protocol is vulnerable to Denial-of-Service
(DoS) attacks in cases where a participant refuses to sign
the transaction during the signature collection phase or when
they spend the coins in the exchanged input address. This
leads the decentralizedmixed transaction to be rejected by the
network, and instead, it could be treated as a double-spending
transaction [19], [20]. Coinjoin [21] is an example of a decen-
tralized mixing service that aims to break the link between
input and output addresses in a transaction by mixing and
joining input and output addresses of different transactions.
Maurer et al. [22] have introduced some changes to the Coin-
Join protocol by splitting the output of a single transaction
before mixing it with outputs of other transactions and join-
ing them in a single transaction. CoinParty [23] is another
decentralized mixing service that relies on mixing peers to
ensure reliable mixing even if one or more mixing peers acts
maliciously. The performance of mixing peer solutions is
affected by the heavy cryptography operations required for
each transaction, and the multiple rounds of mixing the trans-
action has to undergo to ensure a better anonymity degree.

Generalization is another data distortion technique that
provides anonymity. It refers to the process of replacing the
actual data value with a less accurate one while preserving
both its value and consistency as data and its privacy, as high-
lighted in [24]. Data generalization such as the K-anonymity
model aims to ensure that for each data record, there exist
at least (k-1) other records that are indistinguishable from
it [24], [25]. To achieve that, attributes are classified into
two main categories: Explicit Identifiers (EI) and Quasi Iden-
tifiers (QI). Explicit identifiers refer to attributes that hold
private information which can uniquely distinguish a record
in the data set, such as name or personal ID. Quasi-identifiers
are attributes that don’t enable identifying an individual in a
data set separately, but when these attributes are combined,
they can be used to identify individuals [25], [26]. To achieve
anonymity, explicit identifiers are removed, and QI is gener-
alized. Each specific value is replaced with a more general

value or a range of values in numeric attributes. It ensures
that even if an adversary knows the values of QI attributes for
targeted records of data, it will not be possible to determine
the record owner’s actual identity since there are (k-1) other
similar records in the data set. However, the main drawback
of this approach is the loss of some information due to
data distortion as part of the generalization process. In some
cases, it can lead to losing the integrity of the shared data
and its potential importance. In [27], authors have proposed
the use of a generalization technique based on Heuristic
K-anonymity in combination with a private blockchain plat-
form in order to provide a higher level of confidentiality and
anonymity. Similarly, Qiu et al. [28] proposed the use of a
generalization technique based on k-anonymity to anonymize
a user’s actual geographical location before sending it to the
network for processing. However, this solution suffers from
several performance limitations. For instance, for each query,
a user needs to send to the network k − 1 additional false
queries, where k is chosen according to the desired level of
anonymity for a given data set. Moreover, in order to validate
a query and reply to users, the system needs at least 5 seconds.

B. DATA ENCRYPTION
Data encryption is another means to protect the pri-
vacy of transaction data in a blockchain network set-
ting [10], [11]. The used encryption-based methods to
achieve privacy in blockchain include: confidential ring sig-
nature [15], [29], [30], confidential transaction [31]–[33],
Zero-Knowledge Proofs [30], [33]–[35], and homomorphic
encryption [10], [15], [33].

Confidential ring signature refers to the process of signing
a transaction by a group of participants, and hence, a verifier
cannot determine which group member has produced the
transaction’s signature [30]. In other words, the public key
that creates the transaction is hidden among other public keys
within the same group. A group is constituted in such a way
that all its members share the same amount of cryptocurrency
and help in protecting the actual member who sends a par-
ticular transaction [29]. A vital advantage of this approach
over the mixing technique is that the owner of the public key
can construct the transaction without relying on third parties,
which provides better security and anonymity. However, its
main downside is that to construct a group signature for a
transaction to send a specific amount of coins; there should
exist other users that share the same amount of coins, which
cannot always be guaranteed. Another limitation is that it is
not possible to identify the signer of a transaction in case of
a dispute since no group manager takes the role of assigning
new members to the group or revoking group membership
and managing conflicts [32]. A version of this technique is
used by Monero [36]. Monero is a decentralized cryptocur-
rency that focuses on ensuring privacy and anonymity by
hiding the transacted amount and addresses of both senders
and receivers. However, since transactions in Monero are
untraceable, in case the cryptocurrency is used for illegal
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activities, it is not possible to identify the parties involved in
such activities.

Confidential transaction refers to transactions on a pub-
lic blockchain network with a hidden content. A sidechain,
known as Elements Alpha [31], uses such technique when
attached to a parent blockchain like Bitcoin to make the trans-
acted value hidden except to the entities involved in the trans-
action [33]. This protocol is mainly used as an extension to
the bitcoin network. However, during the exchange of funds
between the sidechain and the parent blockchain, the privacy
can no longer be preserved [37]. Other solutions that use
this technique include Monero and Mimblewimble [38], two
blockchain protocols that use confidential transaction tech-
nique to hide the content of a transaction. Such a technique
can be utilized along with other techniques such as mixing.
For instance, ValueShuffle [22] is a mixing protocol based on
CoinJoin that uses this technique to hide the payment values
in transactions.

Zero-Knowledge Proofs (ZKP) is a cryptographic protocol
that allows a prover to prove to the verifier that a particular
statement is valid without revealing any additional informa-
tion except the proof itself [33]. A form of ZKP known
as Zero-Knowledge Succinct Non-Interactive Argument of
Knowledge (zkSNARK) is used in some blockchain appli-
cations as it performs validation in a short time and is a non-
interactive protocol. This means that there is no need for a
synchronized or live communication between the prover and
verifier since amessage from the prover is sufficient to be ver-
ified by any verifier offline, as highlighted by [33]. In terms
of performance and efficiency, this protocol requires high
computational time to generate and validate the proof, which
cannot be tolerated in some applications that require imme-
diate response, such as the stock exchange. Also, this kind
of scheme requires some sort of centralization where trusted
parties need to generate common reference strings (CRS)
and act as random string generators [34]. ZCash [39] is
an example of a cryptocurrency that employs such a tech-
nique to provide anonymity and privacy for users transacting
with it.

Homomorphic encryption is a form of encryption that
allows performing a set of operations on encrypted data with-
out revealing the actual data. These operations performed on
the ciphertext yields the same result as if they were performed
on the cleartext and then encrypted [32], [33]. Homomor-
phic encryption can be very useful to store encrypted data
on the blockchain that can be later decrypted for auditing
purposes. Homomorphic encryption, however, is limited by
the type of operations that can be performed on the encrypted
data and has limited performance compared to other pri-
vacy techniques [33]. Nevertheless, some of the existing
blockchain protocols and solutions use homomorphic encryp-
tion to ensure privacy. For instance, Shrestha and Kim [40]
highlighted the potential of the integration of blockchain
based-IoT with homomorphic encryption to ensure the secu-
rity and privacy of IoT data in a decentralized fashion.
Mimblewimble [38], [41], which is a blockchain protocol,

uses homomorphic encryption in addition to confidential
transaction technique for better privacy and anonymity.

TABLE 1 provides a comparison between different
privacy-preserving techniques by listing the advantages
and disadvantages of each one. In summary, the exist-
ing privacy-preserving techniques cannot fulfill the stock
exchange’s privacy requirements if applied in their current
forms for several reasons. First, some techniques such as
mixing and confidential ring signature can only be applied
to transactions with the same input or output. Second, the
use of techniques that are based on confidential transac-
tions relies on using a side-chain to achieve anonymity
in a public blockchain network. Since our focus is on a
private blockchain with a shared ledger that needs to be
fully visible to everyone for transparency purposes, using
side-chains is not a valid option. Third, techniques such as
ZKP require a long time to validate transactions because of
the used cryptography primitives. However, time-sensitive
applications, including the stock exchange, cannot tolerate
such an overhead. Moreover, techniques based on homomor-
phic encryption have limitations on operations applied to
the encrypted data. They are computationally expensive for
platforms such as the stock exchange, where transactions con-
tinuously update the investors’ balances and generate trades.
Finally, standard distortion techniques ensuring k-anonymity
provide anonymity to numerical attributes by replacing them
with a range of other numbers. However, this type of
distortion cannot be directly used in the stock exchange
since attributes such as shares or cash balances need to be
anonymized while still maintaining their actual values for
trading. In section IV, we introduce our privacy-preserving
framework for a decentralized stock exchange platform.
The framework addresses the privacy requirements of the
stock exchange by using data distortion and encryption tech-
niques to achieve anonymity, unlinkability, traceability, and
non-repudiation.

III. PRIVACY REQUIREMENT OF BLOCKCHAIN-BASED
STOCK EXCHANGE SYSTEM
In this section, we discuss and highlight the privacy require-
ments of the decentralized blockchain-based stock exchange
platform. We first provide an overview of the architectural
design of a blockchain-based decentralized stock exchange
by referring to our previous work in [9]. The proposed archi-
tecture in [9] achieves full decentralization without introduc-
ing significant changes to the existing stock exchange trading
logic, neither eliminating any of the traditional involved orga-
nizations. We, therefore, discuss the general privacy require-
ments in the stock exchange concerning regulation and then
translate them to specific requirements by considering the
decentralized stock exchange architecture in [9].

A. DECENTRALIZED CONSORTIUM BLOCKCHAIN-BASED
STOCK EXCHANGE PLATFORM
The stock market is defined as a platform composed of
financial and governmental organizations that participate in
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TABLE 1. Comparision between different privacy-preserving techniques.

exchanging shares, bonds, or other securities in a transaction
known as a trade [42]. A trade is generated as a result of
a match between a buy and a sell order entered by individ-
uals known as traders or investors. Each order consists of
the investor’s unique identifier (NIN), the type of the order
(buy/sell), the type of traded shares, their quantities, and the
bid or offers price. The main organizations/entities involved
in the stock exchange include investors, Listed company,
Broker, Custodian, Stock Exchange (SE), Central Securities
Depository (CSD), Government, Financial Market Authority
(FMA), and Central Bank (CB). For more details about the
role of each entity, we refer the reader to [9]. Among them,
FMA is responsible for regulating the market by monitoring
the investor’s trading accounts in case of any suspicious trades
and ensuring that all the involved entities are following the
regulation. The trading accounts are maintained by CSD,
which takes the responsibility of creating and updating the
investor trading accounts in terms of cash and share balances.

In [9], the traditional stock exchange has been transformed
into a decentralized blockchain-based platform using a con-
sortium (permissioned) Ethereum network. The proposed
architecture in FIGURE 1 ensures high availability by dis-
tributing the ledger containing the trade-related transactions
across all the network participants that are known and trusted.
FMA is responsible for managing and deploying the smart
contract and defining the permissions of each participant
and what data it can see. It acts as an administrator for the
overall platform. The shared ledger stores information related
to the trading transactions that consists of the investor trading
account, order types, and trades generated among the autho-
rized entities participating in the consortium network. Since
this is a permissioned based network, only authorized entities
selected by FMA at the time of deploying the smart contract
acts as nodes and are able to interact with the smart contract
according to their defined roles. Each entity is identified
using its public key address that it uses to send transactions
to the network. To ensure entities are interacting with the
smart contract as per their authorized role, we have ensured
to add a condition in the smart contract for functions that
can only be executed by a specific participant. For instance,
the functionality of adding a new NIN account can only be
executed by CSD as per its authorized role. By defining the
participants and what function each can execute, we ensure
that only authorized entities can interact with the smart con-
tract following the predefined privileges.

FIGURE 1. System architecture [9].

It is worth noting that not all entities in the blockchain net-
work should have access to all the information in the shared
ledger, and thus, we classify and analyze the information
that needs to remain in the ledger with the necessary privacy
and anonymity controls. Each order consists of the investor’s
unique identifier (NIN), the order type, the company name,
number of shares, and bid or offer price. This information
is shared across all the involved entities including, FMA, SE,
CSD, and brokers. Once relevant orders arematched and trade
is generated, the smart contract broadcasts it to the entities.
This solution is aligned with the regulations of the stock
market in terms of maintaining the financial and governmen-
tal organizations that are already involved in the traditional
stock exchange platform. However, not all entities sharing
the ledger are authorized to read all shared information, espe-
cially the investor’s unique identifier (NIN). Therefore, it is
necessary to ensure the required level of privacy is introduced
to meet the stock exchange requirements in that regard.

B. PRIVACY REQUIREMENT
The decentralized architecture proposed in [9] is based on
permissioned blockchain network in which the participants
are known and trusted. The use of permissioned blockchain
guarantees that only the known set of participants can access
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the ledger. However, if specific data within the ledger need
to be only visible to a restricted subset of participants, the
blockchain cannot ensure such a requirement. For instance,
sensitive information such as the investor’s identity should be
recognized only by authorized participants such as FMA and
CSD. To identify the sensitive information that should not be
visible to all known and trusted participants, we first identify
the information that needs to be executed on-chain. On-chain
information must exist in the shared ledger to ensure the
correct trading execution on the smart contract. In contrast,
off-chain information can exist outside of the consortium
network without impacting the platform’s integrity. Accord-
ing to [33], performing a proper information classification
maintains the efficiency in terms of storage management and
execution time of the smart contract since only critical infor-
mation needed by the smart contract remains in the shared
ledger.

In TABLE 2 we perform the information analysis and
define the information access and authorization. Each partic-
ipant is granted access only to the allowed information as per
their defined roles in the smart contract. For instance, Finan-
cial Market Authority (FMA) requires access to information
related to all investors, brokers, companies, orders, and gen-
erated trades. However, information such as investor’s data
(Investor NIN account and its associated balance) should not
be accessible by participants such as the Stock Exchange (SE)
and the broker unless anonymity is applied. This anonymity
should also be applied to the investor’s data that is part of
the buy/sell orders and trades. Unless the investor’s identity
cannot be identified, the information should not be accessible
to brokers and the Central Securities Depository (CSD) in
case of buy/sell orders.

After identifying what information each participant is
authorized to access, we can classify the information hosted
in our smart contract into on-chain and off-chain information.
From the proposed classification, as shown in TABLE 3,
the only information that needs to be anonymized is the
investor’s trading and orders information, as they need to
be used on-chain and at the same time need to be private.
Note here that only the investor’s NIN and its associated
balance need to be anonymized from the order information.
Therefore, other order information (order type, the buyer
or seller NIN, the company’s name offering the shares, the
number of shares to buy or sell, the bid or offer prices) can
be made public as per the market regulation. However, if the
identity of the investor is not hidden or encrypted, hence the
NIN is not encrypted, it will allow unauthorized entities to
trace all orders performed by the investor, identify the total
shares and cash they own and analyze the investor’s trading
strategy including the profit or loss they make in each trading
session. It will also be possible to trace the investor across
different trading sessions to build a holistic mapping leading
to stock price manipulations and attacks such as front-runner.
Therefore, we strive in this paper to preserve the privacy
of decentralized stock-exchange by fulfilling the following
requirements:

TABLE 2. Data permissions by participants.

TABLE 3. Information classification.

• Anonymity: The investor’s identity is hidden such that
entered orders and trades do not reveal the identity of the
involved investor/s.

• Unlinkability: Trades and orders cannot be linked
across different trading sessions.

• Traceability: Authorized participants can trace anony-
mous account addresses and link them to their original
addresses.

• Nonrepudiation: Orders entered by the investor using
anonymous addresses are signed by a temporarily pri-
vate key only the investor can generate. Hence, investors
cannot deny, withdraw, or cancel entered transactions.

IV. PRIVACY-PRESERVING FRAMEWORK FOR
BLOCKCHAIN-BASED STOCK EXCHANGE PLATFORM
In this section, we present our privacy-preserving decentral-
ized stock exchange framework. The proposed framework
preserves the investors’ trading accounts’ privacy by ensur-
ing that investors’ private data are never shared. We define
privacy for stock exchange as the ability to ensure that any
entered trading transaction is unlinkable to its trader’s true
account (NIN, balance) during and after a trading session.
The proposed framework meets this privacy requirement
through repeated anonymization of investor accounts in such
a way to make it infeasible to link trading transactions to their
original investors. The framework consists of three phases:
(1) accounts’ balance anonymization phase; (2) anonymous
account’s identifier (NIN) generation phase; and (3) ledger
updating phase.

The investor’s unique identifier (NIN) is an explicit identi-
fier that must be anonymized to hide the actual identity of
the account’s owner. The NIN information is anonymized
by replacing the actual NIN with an anonymous one
through an anonymous account-generation process described
in Section IV-B. Moreover, to ensure long-term unlinkability
between the actual NIN and the anonymous one, as well
as to prevent the ability to infer any useful information by
observing trading transactions performed by the anonymous
NIN, the anonymization process needs to be repeated at
regular intervals, i.e., before the start of each trading session.
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By doing so, if an investor’s anonymous address in one
session was revealed, no information can be obtained to link
these anonymous accounts with other anonymous accounts
in any past or future trading sessions. Therefore, new anony-
mous accounts (NIN) need to be assigned to each investor for
each new trading session.

The account’s balance is another critical information and
is considered to be a quasi-identifier attribute that may,
if not anonymized, reveal the link between a set of anony-
mous NINs, belonging to the same investor by simply
observing their balances. Possible techniques to anonymize a
quasi-identifier are to use k-anonymity-based generalization
or suppression methods, which involve applying changes to
the values of the quasi-identifier attributes [24]. However,
these types of anonymization cannot be applied to the balance
kind of information, which is sensitive to changes and need
to be kept unchanged to ensure a viable trading system.
Therefore, we propose a new form of k-anonymity model
that is based on data splitting. In this model, the total balance
of an investor is split into a set of amounts and assigned to
several anonymous accounts (anonymous NINs). There will
also be a minimal amount that a splitted account can have to
keep the account useful for trading, as will be explained in
the next section. To ensure k-anonymity, the total balance is
split so that each of the newly created anonymous accounts
will be assigned a balance that should exist in at least k − 1
other accounts in the system. This prevents an adversary from
linking an anonymous account with its original owner since
k − 1 other accounts share the same balance. Moreover,
because anonymization is repeatedly performed before each
trading session, long-term unlinkability is also guaranteed.

It is worth noting that, for privacy purposes, the
anonymization process cannot be performed on the
blockchain. For this reason, we exclusively delegate this
process to the CSD or FMA, which are the only organizations
that have the right to access all investors’ accounts.

A. K-ANONYMITY-BASED ACCOUNTS ANONYMIZATION
An investor account consists of two types of information; the
NIN and the balance. To anonymize the investor’s account,
the actual investor’s NIN is replaced by an anonymous one
and the balance is split into multiple amounts. To satisfy
k-anonymity property wherein at least k investor accounts
are indistinguishable from one another, the balance of one
investor is split into multiple amounts and assigned to dif-
ferent anonymous NIN in such a way each amount exists in
at least k − 1 other (split) investors’ accounts.

To illustrate the account splitting process, let’s con-
sider the following simple example. Assuming a set
of six investor accounts A of NINs from 1 to 6 that
are sorted in a descending order of balance, such that
A = {(1, 793), (2, 661), (3, 618), (4, 475), (5, 465), (6, 462)}.
To ensure k-anonymity, where k = 3, because the 3rd

(k th) account (NIN= 3) of balance 618 is smaller than all
the first k − 1 accounts; i.e., 793 and 661 Thus, each of
the two first accounts can be split into two new accounts.

The first one has a balance equal to the 3rd account bal-
ance; i.e., 618, and the second one contains the remaining
balance. Therefore, the first account of NIN= 1 becomes
(11, 618), (12, 175), and the second account of NIN= 2
becomes (21, 618), (22, 43). The three accounts of anony-
mous NINs 11, 21 and 3 with same balance 618 are now
3-anonymous. To ensure k-anonymity of the entire accounts
in A, the same process is repeated for the remaining accounts
including the new non k-anonymous accounts, i.e., (12, 175)
and (22, 43). The new list of accounts is first sorted in a
descending order of balance, and the process is repeated until
no further splitting is possible. The final splitting result of the
initial set of accounts A is as follows:

(1, 793)− > {(11, 618), (12, 175)}

(2, 661)− > {(21, 618), (22, 43)}

(3, 618)− > {(31, 618)}

(4, 475)− > {(41, 462), (42, 13)}

(5, 465)− > {(51, 462), (12, 3)}

(6, 462)− > {(61, 462)}.

In the provided example, the new split accounts can still
reveal some information about the actual balance of some
accounts. For instance, it is clear from the previous splitting
that at least one account has an actual total balance of 618
and another with a balance of 462. To further improve the
accounts’ privacy and hide this information, we slightly mod-
ify the previous algorithm. Let’s first assume that the maxi-
mum share price in the market is max_price. The first step in
the previous example consists of splitting each of the k − 1
accounts into two accounts, one with the k th account’s bal-
ance, i.e,. 618, and the other contains the remaining balance.
In the new algorithm, the balance of the first split account will
contain the result of dividing the amount of the k th balance
by max_price rounded down to the nearest integer using the
floor function. The result is then multiplied by max_price,
i.e., b618/max_pricec×max_price. The final splitting result,
of the previous example, using the improved algorithm when
max_price = 100 is as follows:

(1, 793)− > {({(11, 600), (12, 193)}

(2, 661)− > {(21, 600), (22, 61)}

(3, 618)− > {(31, 600), (32, 18)}

(4, 475)− > {(41, 400), (42, 75)}

(5, 465)− > {(51, 400), (12, 65)}

(6, 462)− > {(61, 400), (62, 62)}.

Among the generated new anonymous accounts, some
of them are not k-anonymous. These non k-anonymous
accounts do not reveal any information about the actual
original accounts. They will unlikely be used during the
trading as they have only a small amount (remaining)
of balance. The complete splitting process is given in
Algorithm 1.
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Algorithm 1 K-Anonymity-Based Accounts Splitting
Algorithm
1: init :

A; {sorted list of actual investor accounts (nin, balance)}
S; {split accounts result}
N ; {the total # of actual investor accounts}
k; {anonymity parameter)}
max_price; {the highest share price of the last session}

2: while len(A) >= k do
3: to_remove← [] {accounts to remove from A}
4: to_add← [] {accounts to add to A}
5: for (nin, balance) in A do
6: if balance >= A[k-1] then
7: amount← max_price * bA[k-1]/max_pricec
8: reminder← balance - amount
9: S.append( (getAnonNin(nin), amount) )

10: to_add.append( (getAnonNin(nin), reminder) )
11: to_remove.remove( (nin, balance) )
12: end if
13: end for
14: A.remove(to_remove)
15: A.append(to_add)
16: A← sort(A)
17: end while
18: for (nin, balance) in A do
19: S.append(getAnonNin(nin), balance)
20: end for

B. GENERATING ANONYMOUS INVESTOR ACCOUNTS
In this section, we describe the process of generating anony-
mous NIN for each of the investor’s split balances. Since the
investor has a unique NIN used to interact with the decen-
tralized stock exchange platform, anonymous NIN needs to
be used instead to prevent linkability, which could lead to
the reveal of confidential information such as the investor’s
identity. However, the anonymous NIN should allow autho-
rized participants to trace and identify the original investor
for auditing and market surveillance purposes. Therefore,
to generate an anonymous NIN, Algorithm 2 is used.

Initially, each investor generates a public and private key
denoted as pk and x, respectively. The investor also generates
a random number r0 and a secret key sk and shares these
sets of information with authorized entities such as CSD and
FMA. Based on this initially shared data, both the investor
and authorized entities can independently generate anony-
mous NIN for the investor. The iith anonymous NIN of the
investor is generated using equation 1 shown below. It is
important to highlight that an anonymous NIN represents a
temporary public key of the investor to send buy/sell orders.

anonNINi = ri ∗ pk (1)

Here ri is generated based on the previous ri−1 and the shared
secret key sk using equation 2, as follows:

ri = Enc(sk, ri−1) (2)

where i >= 1, and Enc is an encryption function.

Algorithm 2 Anonymous NIN Generation Algorithm
1: init :
x; {The investor’s private key}
pk = x ∗P; {The investor’s public key, where P is a point
on elliptic curves}
sk; {secret key the investor shares with CSD and FMA}
ri; {random number, the initial value is denoted as r0}

2: ri← Enc (sk , ri − 1)
3: anonNINi ← ri ∗ pk
4: xi← ri ∗ x

The corresponding private key of the iith anonymousNIN is
denoted as xi and can only be generated by the investor using
the initial private key x as illustrated in equation 3 below:

xi = ri ∗ x (3)

Since these keys are generated using elliptic curve cryp-
tography, managing the keys and storing them do not require
high storage or computational cost. In terms of storage, pk ,
x, sk , and ri are 32 bytes each. This means that for 1 million
investors, the total storage required for the generated keys
is 128 Megabytes. Note that, it is not necessary to store the
old keys that have been created for each investor. All the keys
can be generated (if needed) from scratch, using pk , x, and
r0. In terms of computational cost, each key is generated with
a single point-scalar multiplication, which is not expensive.

C. PRIVACY-PRESERVING FRAMEWORK
In this section, we present the main phases of the proposed
framework to preserve the decentralized stock exchange’s
privacy. As illustrated by the sequence diagram in FIGURE 2,
there are three main phases: (i) Initialization, (ii) Pre-trading
and (iii) Trading. A detailed description of each of the three
phases is included in the section.

1) INITIALIZATION PHASE
The steps in this phase occur when the platform is set up for
the first time and whenever a new investor is created.

1) The investor generates public and private keys denoted
as pk and x, respectively, a secret key sk , and a random
variable r0.

2) The investor shares sk and r0 with CSD and FMA so
both can independently generate new anonymous NINs
for this investor using Algorithm 2

2) PRE-TRADING PHASE
The steps in this phase occur before the start of each trading
session.

3) CSD generates a list of anonymous NINs for each
investor and splits the balance across them using
Algorithm 1.

4) CSD posts the list of all anonymous NINs with their
associated balances into the smart contract.
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5) Each investor generates a list of anonymousNINs using
Algorithm 2 that match the investor’s anonymous NINs
posted into the smart contract by CSD.

6) For each generated anonymous NIN anonNINi , the
investor generates a private key denoted as xi, which is
used to sign buy/sell orders entered using the anonNINi
address.

3) TRADING PHASE
The steps in this phase take place during the trading session.
resume

7) the investor uses one of the generated anonymous NINs
to enter a buy or sell order.

8) FMA traces entered orders to their original investors to
ensure that market regulations are respected. Tracing
entered orders can also be launched after the trading
session.

D. THREAT MODEL
The proposed privacy-preserved stock exchange framework
is designed for permissioned blockchain in which all par-
ticipants are known and trusted. We consider the investor’s
original NIN account and the associated balance as private
information that should not be revealed during and after trad-
ing even to the smart contract that holds the trading logic nor
to the blockchain participants. However, very special entities,
such as FMA and CSDwill be authorized to view the original
NINs and their associated balances, basically for monitor-
ing and auditing purposes. The proposed framework ensures
that investor information consisting of NIN and balances are
anonymized using our privacy-preserving framework before
sharing it in the ledger accessed by all participants. Since the
blockchain is permissioned with known and trusted partici-
pants, no external entities can join the network, meaning that
an adversary can only join the network by compromising one
of the blockchain participants. We also assume honest but
curious blockchain participants who might attempt to learn
more about the investors’ activities and balances. The objec-
tive of the adversary or curious participant is to de-anonymize
the NIN accounts and their associated balances by trying to
link different trading transactions with their original balances
and NIN accounts. One of the motivations for an adversary
to de-anonymize the NIN accounts is to monitor the trading
activities, which in the end can lead to market manipulation.
Several external pieces of information such as the total num-
ber of investors and statistical data about the percentage of
investors based on nationality, gender, and age exists outside
the shared ledger, hence could be also used by an adversary.
We also consider that adversaries might collude with each
other to share trading-related information. We consider all
adversaries to be computationally bounded, i.e., it is infeasi-
ble for them to break the underlying cryptographic protocols.

E. STOCK EXCHANGE SMART CONTRACT
The stock exchange smart contract in [43] showcases the
main functionalities that apply our privacy persevering

framework in which investors NIN and balances are
anonymized. The function addAnonymousNin() is used by
CSD only every new session to add all investor’s anonymous
NINs with their associated balances to the smart contract
so that investor’s can use their anonymous NIN accounts to
enter buy or sell orders by usingBuyShares() and SellShares()
functions. Before adding the new anonymous accounts, CSD
need to revoke all previous accounts by calling lockAnony-
mousNin(). The function doMatch() is triggered whenever a
buy or sell order is entered, and it searches all queued orders
to find a match. If a match is found, a trade is generated
and both matched orders are removed from the buy and sell
queues. The stock exchange smart-contract is implemented
using Solidity language, the de facto language for developing
Ethereum smart-contract, and the entire code can be found
in [43].

Our proposed framework ensures that investors can enter
trades anonymously using the anonymous addresses pro-
vided, that their transactions cannot be traced across different
trading sessions since CSD splits the accounts before the
start of each new session. Also, the framework ensures that
entities such as CSD and FMA can trace the anonymous
addresses to their original addresses, which is one of the stock
market regulations requirements. Moreover, nonrepudiation
is ensured since each order entered by an anonymous address
is signed by the investor’s private key and validated by the
smart contract. This validation has a tolerable overhead since
the main steps that consume more time, such as splitting and
assigning balances to the addresses, take place in the pre-
trading phase.

The proposed framework achieves privacy by ensuring the
following properties:

1) ANONYMITY
The investor’s identity is anonymized by generalizing the
investor’s unique identity (NIN) and by splitting the investor
balance. During a trading session, the account address and
balance cannot reveal the actual account’s investor.

2) UNLINKABILITY
Trades and orders cannot be linked across different trading
sessions by performing repeated anonymity such that in each
trading session, an investor has a new list of anonymous
accounts and a new distribution of the balance among the
anonymous addresses. It ensures that an adversary is not able
to link anonymous addresses together across different trading
sessions.

3) TRACEABILITY
Authorized participants can trace anonymous accounts
addresses and link them to their original addresses. Our
anonymous account-generation functionality allows each
authorized participant such as FMA and CSD to inde-
pendently generate anonymous addresses of investors and,
hence, link generated anonymous addresses with the original
investor’s trading account.
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FIGURE 2. Sequence diagram between participating entities and the StockExchange smart contract.

4) NON-REPUDIATION
Entered orders using anonymous NIN addresses are ensured
to be executed by the investor and cannot be denied or with-
drawn as the orders are validated by the smart contract and
recorded in the shared ledger. The anonymous order is signed
by a temporarily private key derived from the investor’s per-
manent private key, and hence, only the investor can sign
these anonymous NIN transactions.

F. SECURITY ANALYSIS
In this section, we analyze the security of the proposed
framework against major attacks that target k-anonymity such
as homogeneity and background knowledge attacks. Homo-
geneity attack causes the disclosure of private information
when all the values of a sensitive attribute withing a same
k-anonymity group of data are similar.

In background attack, even if the attributes’ values are
different, the knowledge of some external information can
help in disclosing sensitive and private data [44], [45].

The proposed framework presented in this paper aims
to ensure privacy by protecting both (i) identity and (ii)
attribute disclosure. In stock exchange, the investor’s unique
identifier (NIN) is the explicit identifier that our proposed
framework protects during trading by replacing the actual

NIN with a new generated anonymous account, as explained
in Section IV-B. The attribute information that is required
during trading and at the same time needs to be protected
against disclosure, in stock exchange, is the investors’ bal-
ances. For this purpose, the proposed framework makes use
of k-anonymity to generalize investors’ balances using the
proposed splitting algorithm given in Section IV-A. The split-
ting is made in such a way that each individual account’s
balance in the market cannot be distinguished from at least
k-1 other accounts. Moreover, to ensure long-term unlink-
ability between the actual NIN and the anonymous NIN,
the anonymization process is repeatedly performed before
each new trading session. We define unlinkability as the
unfeasibility of an adversary or a curious and legit participant
to link between the investor’s original NIN and any of the
anonymous NINs generated for that investor. The process of
generating anonymous NIN accounts relies on using discrete
logarithm algorithm using the following equation:

anonNINi = ri ∗ pk (4)

It is infeasible to perform the inverse for the above equation
to determine the original NIN from any anonymous NIN.

For homogeneity attack, the proposed framework is
secure as the data are grouped based on the splitted balances
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and not the whole actual ones. Therefore, even if all the
balances within the same group are identical, this will not
be helpful for an attacker to disclose the actual identity of
the investors behind those balances. For background attack,
because the ledger contains only the anonymous NINs and
splitted balances, no external information can be used to help
in disclosing or inferring the actual identities of the different
ledger entries. For such an attack to happen, an attacker gen-
erally relies on the existence of at least one actual additional
quasi-identifier attribute. In summary, the fact that (i) the
shared ledger contains only two attributes that both of them
are distorted through anonymization, for the NIN, and split-
ting, for balance, and (ii) the framework ensures long-term
unlinkability for different trading sessions by performing
repeated anonymization before the start of each trading ses-
sion, make the system robust against the two previous attacks
and ensures that an adversary cannot link information from
different past or future trading sessions together.

V. PERFORMANCE EVALUATION
This section evaluates the performance of the proposed
privacy-preserving framework for a decentralized stock
exchange platform. The evaluation is based on calculating the
additional number of anonymous NINs to achieve different
anonymity levels, k , and the corresponding execution time
for processing buy/sell order transactions entered using all
the generated anonymous NINs. The execution time is com-
pared to the time it takes to process the same orders entered
using only the original NINs to assess the generated overhead
when the proposed privacy-preserving framework is used.
We also study how the allocation of balances between original
investor accounts affects the splitting process and the total
number of generated anonymous NINs to achieve a targeted
level of anonymity.

A. EXPERIMENT
To evaluate the total number of generated anonymous
accounts when applying the splitting algorithm, we con-
ducted several simulation experiments under different
(i) stock-market sizes, (ii) anonymity levels, and (iii) alloca-
tions of balances between the different investors’ accounts.
In the experiment, we evaluate the total number of gener-
ated accounts by considering four stock-market sizes from
small to large with 100,000, 250,000, 500,000, and 1,000,000
investors. Four anonymity levels are considered by varying
k : 2, 3, 4, 5. To distribute the balances between the different
investors accounts, both uniform and Gaussian distributions
are employed. For the Gaussian distribution, different stan-
dard deviation values are used to set variation or dispersion of
the investors’ balances. We chose four different values for the
standard deviation to make small to large dispersion between
balances. All the experiments are based on a fixed max-price:
100 and averaged over 100 runs.

B. RESULTS
FIGURE 3 illustrates the impact of the market size
and anonymity level (k) on the average number of the

FIGURE 3. Percentage of additional accounts in order to achieve
k-anonymity for different market sizes.

FIGURE 4. Average number of anonymous accounts generated for a
market size of 250k with different standard deviation values for the
balances.

additional generated accounts to ensure k-anonymity, where
the investors’ balances are uniformly distributed between
$100 and $10, 000, 000. The plot shows the following:

• When k increases, the percentage of the newly generated
accounts also increases.

• When the market size increases, the percentage of the
newly generated accounts decreases.

For instance, when k = 5 and for a market size of
250, 000 investors, the total number of accounts after splitting
is 358, 493, representing an increase of 43.4%. For bigger
market size, such as 500, 000 investors and for the same
k = 5, the total number of accounts after splitting is 592, 000,
representing a growth in the number of accounts by only
18.4%. It is because when k increases, more splitting is
required to ensure that there are at least k − 1 other accounts
with the same balance for each account. However, when the
market size increases, i.e., more investors, less splitting is
required as the probability of having accounts with similar
or close balances increases.
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TABLE 4. Percentage of execution time growth in comparison to original accounts (market size = 250,000, execution time without K-anonymity is 2,142 s).

FIGURE 5. The anonymity level of accounts for different values of k for a
market size = 100,000.

To further validate these results, we run the same exper-
iment by considering that the balances among the investors
follow a Gaussian distribution rather than a Uniform dis-
tribution. We set the mean of the Gaussian distribution
to $1, 000, 000, and consider four different values for the
standard deviation σ : 100,000, 300,000, 600,000, 900,000.
As shown in FIGURE 4, for a market size of 250, 000
investors, when the dispersion level among the investors’ bal-
ances increases, i.e., standard deviation increases, the number
of newly generated accounts also increases.

We also assess in Table 4 the impact of the newly generated
accounts on the transactions execution time for a market
size of 250, 000 investors and for different anonymity levels
(k). For each selected k anonymity level, we consider the
worst case scenario where each k-anonymous account will
be used to enter exactly two trading transactions (buy and sell
orders) and the two orders will be used to sell (resp. buy) all
investors available shares (resp. balances). Therefore, to cal-
culate the total number of generated transactions (buy, sell
and trade), the number of anonymous accounts is multiplied
by 3. We compare the result with the generated transaction
execution time from the original 250, 000 initial accounts
without splitting, which is 2,142 seconds. As per Table 4 and
FIGURE3, we conclude the following:

• The execution time increases with the increase of the
number of the newly generated anonymous accounts and
the anonymity level k .

• For a selected anonymity level k , the increase in the
percentage of execution time is equivalent to the increase
in the percentage of the newly generated accounts.

FIGURE 6. The anonymity level of accounts for different values of k for a
market size = 500,000.

• The execution time decreases as the market size
increases.

For instance, when a high anonymity-level such as k = 5 is
selected, the time needed to process all the transactions gen-
erated by anonymous accounts is 3, 073.3 seconds, represent-
ing an increase of about 43.4% compared to the time it takes
to process transactions generated by the original account
which is 2, 142 seconds. The 43.4% growth in execution
time is also equivalent to the percentage of accounts growth
shown in FIGURE 3. For a lower anonymity level, k = 2,
the growth in the execution time and generated accounts is
about 6.7%. As the size of the market increases, the execution
overhead decreases. For instance, in a market with 500,000
initial accounts, the growth in accounts and execution time
is 18.4% when k = 5 and 0.06% when k = 2 as shown in
FIGURE 3. The execution time overheads for themarket sizes
presented in FIGURE 3 are acceptable by the stock exchange
requirements with a worst case scenario of 63.5% growth in
execution time when the market size is small and consists of
only 100, 000 accounts, for k = 5.
During the experiments, we noticed that the anonymity

level of some accounts is higher than the predefined one. For
instance, if the target anonymity level k = i, there will be
some accounts with an anonymity level k > i. To evaluate
the ratio of these accounts, we measured the anonymity level
of each account after the splitting for two market sizes: small
with only 100,000 investors and large with 500,000 investors.
The results are reported in FIGURE 5 and FIGURE 6, respec-
tively. As shown in the figures, the ratio of accounts with
an anonymity level that exceeds the predefined one increases
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with the market size growth. For instance, for a market with
100, 000 investors, as shown in FIGURE 5, when the targeted
anonymity level during the splitting is k = 2, there are about
37% of the accounts with anonymity k = 3. However, for a
market with 500, 000 investors, as shown in FIGURE 6, there
are more than 91% of the accounts with anonymity k = 3.
The same observation also applies for the other anonymity
levels when k = 3, 4 and 5. This also confirms our previous
results regarding the effect of balances distribution on the
required number of new accounts to reach a desired level of
anonymity, i.e., the closer the stocks between the investors,
the higher the level of anonymity that can be reached with
less overhead.

VI. CONCLUSION
This paper has presented a privacy-preserving framework
that meets the requirements of a blockchain-based stock
exchange platform in terms of privacy. In this framework,
the privacy of investors’ accounts (NIN) and balance is pre-
served by ensuring that all accounts are k-anonymous. This
is achieved through applying repeated anonymity for both
the NIN and balance. New anonymous accounts are gener-
ated, and balances are split and distributed among the new
anonymous accounts in such a way to ensure that at least
k accounts have the same balance. Furthermore, to ensure
long-term unlinkability, this process is repeated every new
trading session. We authorize blockchain ledger updates with
new anonymous accounts used only by approved entities
(e.g., CSD). For this purpose, we defined a non-interactive
protocol between the investors and the authorized entities
to create anonymous accounts without any communication
overhead. By relying on the authorized entity to update the
ledger, the proposed framework also ensures tractability and
non-repudiation properties for trading transactions. To vali-
date the effectiveness of the proposed framework on achiev-
ing the desired privacy, we conducted several experiments by
considering different market sizes, anonymity levels, and the
distribution of balances among investors. The results demon-
strated the solution’s efficiency where 100% anonymity can
be achieved with acceptable transactions execution time over-
head.
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